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46, alléed’Italie
69 007 Lyon, FranceTelephone:+334 72 72 88 02

Fax: +334 72 72 80 80 Email: Pascale.Primet@ens-lyon.fr

Abstract— Grids rely on a complex interconnection of IP
domains that may exhibit changing performance characteristics
and may offer differ ent quality of service (QoS) facilities. As
lot of distrib uted applications require controlled communication
performance,a Grid Service allowing applications to specifyQoS
objectivesand controlling the realization of thesegoalsin a multi
IP domains context is required. This paper presentsQoSINUS,
a grid network service that dynamically allocates the network
resourcesto packetsbelongingGrid flows in order to match their
individual requirementsunder differ ent network load conditions.
This service aims at increasing the end to end performance of
individual applications as well as optimising the grid network
resourceutilization. To illustrate the principles of the service, we
have implemented QoSINUS with the active network technology
and interfaced it with a DiffServ network. The QoSINUS pro-
posesa simpleAPI and a collectionof independentagents,located
at wide area network edges.Results of experiments conducted
in the eToile French grid test bed show the validity of this
approach.

I . INTRODUCTION

The purpose of ComputationalGrids is to aggregate a
large collection of sharedresources(computing, communi-
cation, storage,information) to build an efficient and high
performancecomputing environment for data-intensive or
computing-intensive applications[1]. However, the Grid net-
work cloud is a complex aggregation of heterogeneousdo-
mains offering various performancesguaranteesand QoS
strategiesthatGrid designercannoteasilycontrol.The lack of
resourcecontrol in traditionalBestEffort IP networks is a real
issuein this context. The endto endquality of service(QoS)
the heterogeneousmix of individual flows receive affects the
overall grid infrastructure throughput, utilization level and
impactseachindividual applicationperformance.

Two types of solutions to control and differentiate the
communicationsperformancehave beenexplored in the past:
the first one,end-basedQoScontrol, consistsin maskingthe
variability of network performanceby using compensation
mechanismsin applicationsto meetspecificQoS objectives;
the secondapproach, network-basedQoS control, consists
in addingcontrol mechanismsinside the network in order to
avoid performancevariationandoffer someguaranteesfor the
transfer.

In the first approachthe applicationmonitors the experi-
mentedQoS, detectsvariation and reactsappropriately. For
example, delay sensitive applicationsusing the RTP/RTCP

UDP transport protocol [2], [3] integrate forward error
correction (FEC) and jitter compensationmechanisms.This
approachincreasesthe network awarenessof applications
makingtheir programminganddebuggingmorecomplex. An
other solution is to integrategenericadaptive mechanismsin
the end to end transportprotocol to offer a transportservice
with guaranteedperformance.However strong delay bounds
cannot be guaranteedin pure IP BestEffort environments.

The secondapproach,namednetwork-basedQoSapproach
consistsin providing QoS supportat the network level. The
IP community, hasproposedseveral architectures:

� architecturesthat provide serviceswith strict guarantees
(absolutes)by resourcereservation like the standardized
IntServ architecture [4] and RSVP [5]. The IntServ
architecturerequires that control and forwarding state
for all flows are maintainedin routers. That presents
scalabilityproblem.� architecturesthat provide serviceswith strict guarantees
without resourcereservation and state managementin
corerouterslike CoreStatelessmodel [6]. Thecorestate-
less approachrequiresthe help of routers to compute
virtual clocks with mechanismsnot available in actual
equipments.This approachis not deployed in existing
infrastructures.� architecturesthat provide serviceswith statisticalguar-
antees(differentiatedservices) to aggregates of flows
throughpacket prioritisation like DiffServ [7]. The Diff-
Serv architectureis the most scalableand manageable
architecture.This architectureis partially deployed in
most of the current IP networks comprising the grid
network clouds(Geant,researchnetworks...).It generally
proposesthreetypesof services:besteffort, premiumand
assuredservices.Three types of forwarding behaviour
appliedto differentaggregatesat IP routersarespecified.
ExpeditedForwarding (EF), AssuredForwarding (AF)
andBestEffort (BE). In the DiffServ architecture,EF is
to supportPremiumservicefor hardrealtimeapplications
that requireboundedend-to-enddelayandjitter, andAF
is to supportassuredservicefor soft real-timeapplication.

DiffServ presentseveral issues.It is a pure in network
solution that careon aggregatesof packets (level 3 building
block)whileendto enduserspayattentionto theperformances



of individual flows (level 4 abstractunit). For example, it
appearsthat end to end flow using the assuredservice are
not assuredto receive boundedguarantees[8]. Moreover,
users applicationshave no way to specify directly and in
advancetheservicethey expectat flow level. An otherissueis
that DiffServ is basedon domainconceptand presentssome
limitation in multi domainsenvironment.The Differentiated
servicesemantic(ie. boundedend-to-enddelay and jitter) is
not provided in mostmulti-domainscontexts.

This paper explores an alternate hybrid approach that
proposesa solution for end to end service differentiation
basedon an adaptive packet marking strategy. The goal is to
enableGrid usersandapplicationsto transparentlyaccessthe
available QoS capabilitiesoffered by the underlyingnetwork
interconnectionto best fit their requirements.However, the
marking strategy does not rely on the pre-definednetwork
service semantic.The flow-level semanticis assuredby a
distributed grid network service.As the QoS resourcesare
scareand/orcostly, this servicealso finely managesthe QoS
resourceallocationat the edgethe wide areanetwork (WAN)
to bestfit all thevariousdemandscomingfrom heterogeneous
grid flows.

This paperis organizedas follows: section2 presentsthe
QoSINUS servicedesignand details its core adaptive algo-
rithms. The resultsof experimentsconductedin the context
of the Frenchgrid testbedeToile are detailed in section3.
Relatedworks arepresentedin section4.

I I . THE QOSINUS APPROACH

A. Goalsand usage scenario

The approachwe proposeaims at enabling Grid appli-
cations, that may strongly benefit from QoS guarantees,to
simply accessthe various QoS forwarding behaviours, inte-
gratedin routersand configuredin IP domains.This model
usesclassicalpacket differentiationat IP level merged with
performanceadaptationat intermediatelevel (edge to edge
adaptation).It avoids classicalIP QoSapproachdrawbacksas
it doesnot imposestrict end to end performanceobjectives
to network servicesand doesnot careon their semanticsin
terms of absoluteguarantees.It also transparentlyimproves
the end to endservice,without requiringany modificationof
the transportprotocol. The goal is to provide an end to end
Besteffort QoSservice. Theaimsof theQoSINUSserviceare
to:

1) provideheterogeneousGrid flowswith ameanto specify
their QoSobjectives;

2) dynamically map these objectives with the IP QoS
servicesprovided in the network, accordingto the state
of the link, the QoS mechanismsconfiguredand the
experiencedperformances.

A Grid orientedQoSAPI anda programmableQoSservice
have been designedto introduceflexibility and dynamic in
the management,control and realizationof end to end, flow
level QoSin Grid context. Thisapproachcombinesapplication
aware and infrastructureaware componentsactivated within

the network, at the interfaceof the Grid computingdomain
and the Grid long distancenetworks, as shown in figure 1.
Such an approachincreasesslightly the complexity at the
frontier points, but maintainsthe core network and the grid
applicationssimplicity.

Fig. 1. Systemtopology.

From the user point of view the QoSINUS service is
invoked in two phases,as presentedin figure 2. During a
first programmingphase,a QoS requestis transmittedto the
QoSINUS service.Then the sendertransmitsdata packets:
the QoSINUS decisioncomponentchoosesdynamically the
appropriatedclassof service to cross the domain, trying to
simultaneouslyoptimisethe QoSresourceusageandthe flow
performance.

Application
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Fig. 2. QoSINUSUsagescenario.

B. Designmodel

1) API: Thefirst issueto solve is to allow grid applications
to specifyandcontrol their QoS.This issueis addressedby a
dedicatedAPI with 3 functions.

����� ���	�
lets an application

specifyits QoSneedsin termsof delay, rateandloss,or trans-
mission scheduleand rate.

�
��� �
���������
and

����� �������	���	�
arecalledby the client applicationto let QoSINUSknow that
the datastreamfor which QoSwasrequestedis aboutto start
or hasended.This API permits to defineend to end service
level specifications(SLS) in XML . The only modificationof
grid applicationor grid middlewarecomponentsrequiredis the
integrationof providedQoScalls in the initialisation phaseof
a communicationsession.



2) Servicearchitecture: Thedynamicmappingof theflows
QoSspecificationto theexisting IP QoSfacilities is addressed
by a flexible servicearchitecturethatcombinesflow awareand
infrastructureawarecomponents.

We have identifiedfour typesof componentfor flexible QoS
programmingand control: programmingcomponent,perfor-
mancemeasurementcomponent,adaptive control component,
andenforcementcomponent.

The QoS programmingcomponentis invoked for initi-
ating, propagatingand storing the flow QoS goals in the
programmablenodesof the path.

The QoS performancemeasurementis responsiblefor the
characterisationof the specific paths.In a DiffServ context,
this componentcandirectly measuretheperformancesof each
DS classon eachgrid path with active out of band probes
or filter and gatherflow performancesin band.However, as
several Grid infrastructuresprovide network measurementar-
chitecture,this QoSINUScomponentmay alsosimply invoke
a suchgeneralGrid network service.

The adaptive control componentsis responsiblefor class
mapping and for adapting the packet marking influencing
the forwarding performancesregarding the QoS goals and
the currentstateof network classes.It monitorsand updates
the allocatedbandwidthof eachclassand actsas a decision
componentthatdecideswhich classhasto be attributedto the
packetswhen the performancemeasurementcomponentindi-
catessomechange.Theadaptivecontrolcomponentis flexible,
extensible,replaceableand it is simultaneouslydependanton
the infrastructureQoSpropertiesandon theflow properties.It
representsthe kernel of the QoSINUSservice.It decidesthe
adaptationaccordingto the performanceexperiencedby the
packetsof eachparticularflow. With DiffServ, this adaptation
meansdynamicrateshapingor packet remarking.

The QoS enforcementservice, interceptsand adaptsthe
dataflows whenit is necessary. It realizesthe packet marking
and conditioningfunctions.Varioustablesandsoft statesare
associatedto this service:Classallocationtablethatstoresthe
statusof the allocatedclass bandwidth,QoS goal structure
that maintainsthe flows objectives and QOSflow statusthat
monitors the flow. The number of statesmanagedin each
programmablenodeis limited to the numberof active flows
going out the local grid site and dependson the size of the
cluster. In the worst case,it will be in the order of a few
hundreds.

Other components,that are not designedin this archi-
tecture, may be added for status report exchangebetween
programmableQoSINUSnodesfor example.A AAA service
may also be interfacedwith the QoSINUSserviceto insure
policiesandsecuritycontrol.

The QoSINUS service has been implementedwith the
Active network technologythat allow to integratenew func-
tionalitiesin IP equipments.The serviceclassdiagramis pre-
sentedin figure 3. In this figure, QaSEngineandQaSXMLIf
correspondto the programmingcomponent,QaSMonitoringIf
correspondsto the performancemeasurementcomponentin-
terface, QaSMapperis the adaptive control componentthat

can be a static mapper, an adaptive mapper or an Ack-
React mapper, QaSKernelIf representsthe interface to the
enforcementcomponent.

QaSEngine

+newAttr: int

+start(): void

+stop(): void

+loop(): void

+post(): void

QaSMonitoringIf

+getClassePerformance(): void

+startClassMonitoring(): void

+stopClassMonitoring(): void

QaSXMLIf

QaSMapper

+heartBeat(): void

+reserve(): void

+release(): void

QaSStreamStatus 

+DSCP: int

+SLS: int

+diffServClass: int

+flowType: int

+softStateTimeout: int

+refresh(): void

QaSObs

QaSStaticMapper QaDynamicMapper QaSAckReactMapper

QaSExecEnvIf
QaSPolicyIf

QaSClassStatus

+Configured: int

+Allocated: int

+Used: int
QaSKernelIf

+netfilterSet/Get(): void

+tcSet(): void

0..*

0..*

Fig. 3. The QoSINUSclassdiagram.

C. Adaptivealgorithms

Different mappings and adaptive algorithms have been
designed.The simplest one, QaSStaticMapper, is a static
mapping.It performsthe allocationdecisionon static thresh-
olds. For example,if a delay constrainsis expressedand EF
bandwidthis still available and sufficient, an EF bandwidth
correspondingto the required ones will be allocated. All
packetsbelongingto this flows will be marked EF. Adaptive
algorithmsattemptto fulfil therequirementsof theflowswhile
optimising the classesutilization. The classesare orderedby
level of performancethey offer. Adaptive mappersare thus
responsiblefor monitoring the performancesof the flows and
dynamically allocating classresources.An example of such
an algorithmis describedin the next section.

1) Ack-basedearliestdeadlinefirst TCP streamordering:
The Ack-basedmappingalgorithmaimsat ensuringthat TCP
datatransfersarecompletedwithin their specifiedschedule.It
trackstheachievedperformanceof eachTCPstream,andtries
to compensateif it getslower thantherequestedperformance.
The streamsare ordered according to their deadlines:the
stream with the earliest deadline is taken care first. This
algorithm assumesthat the applicationis able to specify the
scheduleit plansto follow for it’s datatransfer. The schedule
is specifiedin termsof:� startdate:specifyingwhenthe emissionis going to start.

It’ s expressedin seconds,relative to the receptionof the
QoSrequest.� stopdate:specifyingwhentheemissionis goingto finish.
It’s expressedin seconds,relative to the receptionof the
QoSrequest.� rate: specifying the average rate that the application
expectsbetweenthe start and stop dates.It’s a number
of megabitsper second.

The following actionsare taken by the programmableQoS
services,that correspondto the performancemeasurement,
adaptive control and enforcementcomponentsmentionedin
the previous section.



a) Ack-basedtransmissiontracking: The systemevalu-
atesthe� amountof datatransmittedat a givenmomentin time
using the TCP acknowledgmentmessagesflowing from the
flow’s receiver back to the sender.

The acknowledgmentnumber included in the TCP ACK
packets is not exactly equal to the actual amount of data
successfullyreceived.But it is a goodestimateof the amount
of transmitteddata.

b) Classmapping: If, for example,two DiffServ classes
BE, EF areavailable,the principlesof the DiffServ allocation
algorithmis as follows:

Given � �
the DiffServ class of the current packet flow,��� �"!$#&%

theamountof transmitteddataand
�
�('*)

the requested
amountof datato transmitat time

�
, + thecontrol time period,

Cl = BE
for each received ack

estimate Qtrans

for each P
if Qtrans < Qreq

Cl = EF class
else

Cl = BE class

To avoid oscillationsand as acceleratedTCP packets lead
to packet reordering,the control time period is set to several
seconds,correspondingto more than 10 RTT. The ack-based
algorithmproceeda coarsegrainthroughputadjustmentuseful
for long lived sessions.

c) Flow scheduling: As different TCP flows competes
for thesameQoSresourceat theedgeof theWAN, QoSINUS
hasto manageandschedulethemin orderto satisfyboth indi-
vidual andglobal constrains.We proposean earliestdeadline
first orderingscheme,to ordertheflows.Comparingtheinitial
requestedschedulewith the actualamountof datatransmitted
for eachstream,thesystemis ableto determinewhich streams
arebehindscheduleandto classify themin termsof urgency.
Thestreambehindschedulewith theearliestdeadlineis given
the maximumpriority, i.e. is marked in the best performing
DiffServ class.

The intuition here is that a streamwith a later deadline
will have the opportunityto catchup later on. This allows for
example,to lower a massive bulk transferthroughputa little
bit, when smallerurgentcommunicationshave to take place.
This approachshould thus lead to a more efficient averaged
use of the network. But QoSINUS never gives any strict
guaranteesto flows. For example,it may happenthat timing
requestof flows are too strongor the demandis too heavy,
making the QoSobjectives impossibleto reach.In this sense
theproposedservicecanbeview asa BestEffort QoSservice.
However, the active approach,permits to modify easily the
algorithms.Several parameterscan be dynamically tuned to
optimisethe serviceif required.We arestudyingthis aspect.

I I I . EXPERIMENTS AND RESULTS

To validate the QoSINUS approach,we have develop a
prototypein the context of the e-Toile project.

A. Thee-Toile VTHD testbed

The e-Toile project [9] is an experimentalwide areagrid
testbed1.

The dwdm VTHD (vraiment très haut débit) network in-
frastructureinterconnectsthe e-Toile grid nodeswith access
link of 1 to 2 Gbit/s (seeFigure 4). The e-Toile middleware
relies on existing middleware (Globus [10], Grid Engine...)
and integratesnew building blocks. The e-Toile middleware
aimsat fully exploiting thepower of theadvancednetworking
infrastructure.Oneof theoriginal aim of e-Toile is to focuson
theHigh PerformanceGrid Networkingaspectsandto evaluate
thebenefitthatgrid middlewareandapplicationscanget from
enhancednetworking technologies.

Theperformanceproblemof thegrid network arestudiedin
e-Toile from the differentbut complementarypointsof views:
high performancefile transfers,active network technology,
grid scaleMPI... A Grid basedon a very high speedcontrolled
network such as e-Toile permits to study the limits of the
existing communicationservicesandprotocolsandto validate
more efficient approachesthat offer the gigabit performance
to the grid userlevel and take into considerationthe specific
needsof heterogeneousgrid flows.

B. VTHD DiffServimplementation

The Gigabit VTHD [11] Backboneprovides four DiffServ
classes(EF, TCP AF, UDP AF andBE). The principle of the
DiffServ configurationin VTHD is that a bandwidthshareis
staticallyprovisionedin the edgeroutersandallocatedto the
four DS classes.Eachaccesspoint hasto controlandto shape
thetraffic injectedin eachclass.TableI givestheabsoluterate
allocatedto eachDiffServ class.

DS Class Share
Expedited Forwarding 10%
Assured Forwarding for TCP 30%
Assured Forwarding for UDP 30%
Best Effort 30%

TABLE I

THE STATICAL BANDWIDTH SHARE OF VTHD DI FFSERV CLASSES.

The next sectionexposesexperimentswe realizedto vali-
dateQoSINUScontrolanddynamicallocationof theDiffServ
classesalgorithms.Thegoal is to show how QoSINUSmakes
an efficient use of the DiffServ classresourcesto keep the
network transmissiontime ascloseasa given , aspossible.

1e-toile is a RNTL project(réseaunationalderechercheenlogiciel) funded
by FrenchMinistry of Research



C. Ack-Reactexperimentation

This experiment demonstratesthe use of the TCP Ack
packetswhenevaluatingthe throughputof a transmissionand
choosingthe DiffServ class.it illustrateshow the servicecan
keepthe network transmissiontime asstableaspossible.

Threesitesareinvolved,in Lyon (I), Paris(II) andGrenoble
(III). Thosesitesare linked by the VTHD network, asshown
in figure 4

Fig. 4. Network topology

A TCP streamis flowing from Lyon to Grenoble.Back-
groundtraffic is generatedfrom Lyon to Paris,thatproducesa
congestionon Lyon’s router, andaffectstheTCPstream’s per-
formance.The QoSINUSprogrammableserviceis deployed
at the VTHD border in Lyon, and controls the TCP streams
emittedfrom Lyon to the network.

This test’s procedureis as follows. The application, that
needsto transmit486 MBytes of data,sendsits QoSrequest.
The stream is scheduledbetween t + 10 secondsand t
+ 70 seconds.The requestedrate is 64 Mbit/s. About 11
secondslater, the TCP streamis started.At t + 20 seconds,
the backgroundtraffic is triggered, at 1 Gbit/s. At t + 57
seconds,the backgroundtraffic is stopped.The application
stopssendingdatawhenever its donewith the transmissionof
its 486 MBytes of data.

1) Impactof the backgroundtraffic: The first stepconsists
in observingthe impactthebackgroundtraffic hason theTCP
stream,if nothing is doneto protectit. Figure 5 (left) shows
how theTCPstreambehavesin this case.Whenno concurrent
traffic is emitted, the TCP streamachieves 120 Mbps, and
getsaheadof schedule.But it getsmuch slower (15 Mbps),
once the concurrenttraffic is started.The streamcompletes
the transmissionbehindschedule.

2) Reactingto the Ack packets: The sameprocedureis
repeatedwith the DiffServ classmappingalgorithmis turned
on. Figure5 shows what happensin this case.

The TCP streamis affectedthe sameway asbeforeby the
backgroundtraffic. But the systemdetectsthat the achieved
transmissionperformancegets lower than the requestedone
(at t + 28 seconds).The system reacts accordingly, and
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Fig. 5. ACK basedadaptationturnedoff (left) andon (right)

alternatively marks the stream’s packets in EF, to boost the
transmissionrate, and back to Best Effort, when it catches
up. In this case,the achieved performancecurve sticks to the
requestedperformancecurve and the transmissionis able to
endwithin schedule.

IV. RELATED WORKS

This work is relatedto several similar efforts. Within the
GGF community, differentgroupsfocuson standardizationof
interfacesto reserve or specifyexpectationfrom the network.
The GRAAP is proposingan interfacewhere the conceptof
SLA is expressed.The QoSINUSAPI is similar, but doesnot
aim at establishinga firm contract betweenthe application
andthe network resource.Our API servesasa way to express
needsand goals,but no SLA result. In QoSINUS,only best
effort QoS is aimed. Such goal allows more flexible and
extensibleQoSsolutions.

A work for defining the conceptof Grid Network Service
is also in progresswithin the GHPN group of GGF [12].
QoSINUS is proposedas an instance of such distributed
and independentGrid netservice.Any Grid application can
involve it to improve its performance.The Grid network
service GARA [13] shareswith QoSINUS the samegoals
in termsof end to end QoS provisioning. However, existing
DiffServ implementationof GARA [14] doesnot rely on an
adaptive packet markingapproach.GARA reservesandguar-
anteesresourceallocation with classicalDiffServ semantic.
With its Best Effort QoS approach,QoSINUSmay be more
scalableasit doesnot supposea multi domaindeploymentof
DiffServservices.In many cases,Grid applicationmayaccept
performancedecreaseat thecostof timecompletionextension,
leaving flows that are more time sensitive using the network
resource.In QoSINUS,the network resourceis consideredas
a grid resourcethat canbe scheduledbut alsopre-empted.

Within the Internetcommunity, a largeamountof effort for
adaptive packet marking[15] hasbeendonein thepast.These
works mainly focusedon enhancingthe AssuredForwarding
service that is not able to offer expected and negotiated
guaranteesin a pure DiffServ approach.Adaptive algorithms
executedin proxieslocatedin network havebeenproposed[8],
[16]. These proxies, opposedto our QoSINUS agentsdo
no serve the heterogeneousneedsof grid flows in a global
grid resource management view, but aim at guaranteeing
rate obtained by TCP flows marked in AF. For example,
the ExpeditedForwarding PHB is not usedas in QoSINUS



wherethepacket accelerationcapacityis exploited.QoSINUS
approachcan be also comparedwith [17]–[19], but is more
dedicatedto grid applications.

V. CONCLUSION AND PERSPECTIVE

This paperexaminedthe problemof flexible and scalable
mappingof grid flows QoS requirementsto the available IP
QoS network services.It presenteda flexible servicenamed
QoSINUS,designedfor dynamicallymanagethe QoSclasses
offered at the edgeof IP domainsto serve the needsof grid
applications.Thisserviceoffersa flexible, transparentandeffi-
cientnetwork QoScontrolto endgrid applications.An original
adaptivemarkingalgorithmanda schedulingalgorithmfor the
QoSresourcehavebeenproposedandarevery promising.The
resultsobtainedon an experimentalgrid test bed show the
benefit a Grid applicationcan expect from IP QoS services
available in current academicalsnetwork infrastructures.In
the future we will comparethe performancesobtainedwith
the different mappingalgorithmsunder the sameutilization
and load conditions. An other perspective is to verify the
earliestdeadlinefirst approachis correct,and that it allows
for a more efficient use of the network. Experimentations
involving several parallel TCP streamswill be conducted
in this sense.The programmablenetwork approachand the
modulararchitectureof QoSINUSpermit us to easily deploy
and improve suchalgorithmsand to apply the principle with
otherQoSapproaches.We plan to explore this servicein the
context of a multi-domain environment where packet code
pointsmay be modifiedat peeringpoints.We expect that our
transparentedgeto edgeadaptive approachwill allow a low
costandtransparentendto endperformanceimprovementand
control in suchcomplex environments.
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