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Abstract—Data intensive applications require massive amount existing transport control protocols work in the so called
of data to be transported over shared wide area networks. Tra- “end-end” fashion. The end-end principle keeps the network
ditional network congestion control and routing schemes have .qq trangparentto end users. However, traditional transport
proven inadequate for fully utilizing available network resource . C
for high-bandwidth data transport. In this work, we explore control Pr,OtOCOIS{ such as TCP' haYe proven to bef inefficient
the flexibility of control at the application layer and propose at obtaining available bandwidth in high bandwidth-delay
various application level data relay schemes to largely improve product networks. New end-end congestion control protocols,
the data throughput by optimally integrating application level  such as HighSpeed TCP [5], FAST [6], XCP [7], have been
routing and transport layer cqntrol. The proposed algo.rithms proposed to achieve high speed data transport.
can be easily implemented in overlay networks. Preliminary Recently, there is an increasing trend to employ application
experiments have shown that our relay schemes are efficient in ' i X
utilizing network resource for high-bandwidth data transport. ~ l€vel control to improve users’ performance over shared wide
The impact of application level relays on the underlay network area networks. The flexibility of control at the application
is also discussed. layer helps to overcome inefficiencies in underlay network
Index Terms—high-bandwidth transport, data relay, overlay oyting and congestion control. For example, application
networks, multi-metric routing. I I | ¢ ks h d t id .
evel overlay networks have emerged to provide services
which cannot be embedded in the Internet [8], [9], [10],
[11], [12], [13]. In overlay networks, all participating nodes
Igh-bandwidth data transport has become increasingigllaborate at the application level and relay traffic for each
important with the emergence of data intensive netther. Application level routing enables end users to deviate
work applications, such as peer-peer applications and gfidm the end-end semantics and data can be relayed from
computing. At the same time, advances in communicati@nsource to a destination. In this paper, we study how to
technology have made available physical network infraachieve high-bandwidth data transport through application
tructure that can support point to point data transmissidevel relays.
at the speed of tens of Gigabits per second. How to fullpstead of setting up an end-end connection between the
utilize network capacity for high-bandwidth end-end datsource and destination, application relayemploys multiple
transport has generated considerable research on netwetky nodego sequentially relay data to its destination. Each
resource allocation. Network resource allocation is carriedlay node buffers packets upon receipt and is responsible
out by two mechanisms, namelputing and congestion for reliable delivery of packets to the downstream relay node
control, operating at different time scales. At a coarse tim@r the final destination). Between two neighboring relay
scale, a routing algorithm aims at choosing routes for albdes, data transmission is managed by a transport control
data transport pairs so as to optimize the overall netwopkotocol. We choose the universally deployed TCP for data
performance [1], [2]. Largely due to the complexity of theéransport between two relay nodes. However, our application
topology and variability in traffic demand, the capability ofelay framework is independent of the choice of TCP. Any
traffic engineering in the Internet is still very limited. At atransport control protocol can be used as a primitive to build
finer time scale, congestion control schemes adjust sendingthe relay. We refer to a path along which data is relayed
rates of data sources to avoid congestion along the pa#issarelay path A relay path may or may not follow the
provided by a routing algorithm. The objective of networkiefault route between its source and destination provided by
congestion control mechanisms, including transport controltiie underlay network routing. For example, in an overlay
the edge and queue management inside the network core, is¢twork, a source node can specify a sequence of overlay
maintain fair bandwidth sharing among competing users anddes to relay traffic to a destination. Our focus is on how
to ensure the stability of the network as a whole [3], [4]. Mogb organize application relays to maximize the achieved end-
end throughput. We start with the assumption that application
This work is supported in part by NSF under grants AN'0240487reIays have negligible impact on the underlay network and
ANI0085848 and EIA-0080119, and DARPA under contract DOD F30602; . .
00-0554. Any opinions, findings, and conclusions of the authors do ngpmonStrate how network users can greatly increase their
necessarily reflect the views of NSF and DARPA. throughput by employing relays of TCP connections for their
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data transmission. Application level relays’ impact on thgroup communications [11], [12], [13]. It is shown in [12]
underlay network is discussed at the end of the paper. that overlay based group communication using TCP scales in
The paper is organized as follows: In Section II, we briefligoth the obtained throughput and the buffer required as the
describe related work on utilizing application level controjroup size gets large. Optimal tree construction algorithms
to improve end users’ performance, such as Parallel TGPe discussed to maximize the throughput of the multicast
overlay routing and multicast overlay, etc. In Section 11, wgroup. [13] proposes an overlay multicast architecture which
study the application relay along the data path provided fycorporates the use of loosely coupled TCP connections to
the underlay network. We show that by optimally organizindeliver a scalable solution that better accommodates a set of
TCP connections, both sequentially and in parallel, one cheterogeneous receivers. It is also pointed out that a chain of
significantly improve the throughput of end-end data tran3-CP connections can achieve higher throughput than a single
port. How to organize TCP relay in general overlay networlend-end TCP connection.

is investigated in Section IV. Specifically, the optimal TC®Our work focuses on how to set up application level relay
relay path problem is studied as a multi-metric applicatigmaths optimized for data transport performance metrics, such
level routing problem. Various algorithms are proposed ts throughput and hop-count, as well as overlay network
find relay paths optimized for data transport performangerformance measures, such as the maximal workload on
metrics, such as throughput and hop-count, as well as ovall-relay nodes. We study this as an application level multi-
lay network performance measures, such as the maximatric routing problem. There is a rich literature on QoS
workload on all relay nodes. Preliminary experimental resultsuting to satisfy multiple performance constraints [20], [21],
are presented in Section V to demonstrate the efficiency [@R], [23], [24]. Various algorithms have been proposed to
proposed relay schemes. Section VI is devoted to genefiad paths satisfying end-end performance constraints, such
discussions on application level relays’ impact on underlas loss, delay and bandwidth, etc. It is not a surprise that our
networks, especially the performance of regular users mmbblem has much in common with QoS routing. The unique
employing application layer control. The paper is concludethture of data relay in an overlay network makes our work
with future works in Section VII. different from previous studies. Application level control
provides us more flexibility in the design and implementation

Il. RELATED WORK
) ] of the proposed data relay schemes.
There have been many efforts on improving data transport

throughput through application level control. Concurrent ll. TCP RELAY FOR LONG-HAUL DATA TRANSPORT
downloads have been widely used in web applications, suthe performance of end-end transport protocols degrades in
as FlashGet [14], to significantly speedup HTTP download#&ng-haul data transmission over lossy links. Recent studies
These applicationparallelizethe download of a web object have shown TCP cannot obtain available bandwidth in high
by opening multiple connections per object and downloa@andwidth-delay product networks [5], [6], [7]. The fairness
ing a different portion of the object on each connectiorand throughput of TCP suffer when it is used in mobile ad
Concurrent downloads are also employed by popular pedoc networks (MANETS) [25]. One solution is to deviate
peer applications, such as BitTorrent [15]. A peer-peer usgom the end-end semantics and use multiple relay nodes
sets up parallel TCP connections to multiple peers to concisetween a source and destination to relay traffic. By doing
rently download different portions of requested data objecio, one breaks a long end-end connection into multiple
Concurrent downloads are also employed by a variant sifiorter connections to improve efficiency and fairness. In
FTP, GridFTP [16], which has been proposed to guaranties section, we limit ourselves to the case that the relay path
high bandwidth data transfer for grid applications. Studiesigns with the default route. We study how to optimally place
in [17] have shown that concurrent downloads violate, atlay nodes along the default data path to improve end-end
the application level, the fairness that TCP tries to maintaihroughput. We start with the sequential relay case, where
at a connection level. A recent study [18] on parallel TCPCP connections are concatenated agpalineto relay data.
describes an approach to preserve the effectiveness whenweeshow that TCP pipelines greatly improve the throughput
network is under-utilized and prioritizes the fairness witbf data transport. Then we demonstrate how parallel TCP can
competing traffic when the network is fully utilized. Ourbe employed efficiently to increase the bottleneck bandwidth
work studies the performance improvement of applicatiasf a TCP pipeline. The construction of an optimal TCP relay
level relay formed bysequentialTCP connections. is formulated and solved as dynamic programming problems.
Overlay routing allows end hosts to choose application .

level routes by themselves. It is shown that overlay routirfy 1CF Pipeline and Throughput Improvement

schemes are effective in dealing with some of the deficiencies

in today’s IP routing. For example, measurements from over- {p P }mm/ \i /p_d\.
lay routing projects RON [9] and Detour ( [8], [19]) have ~ ®~— %~ N vt ) :dt
shown that a large percentage of Internet flows can find better =~ ‘ ’ e
alternative paths by relaying among overlay nodes, thereby Fig. 1. TCP Relay for Long-haul Data Transport
improving their performance. It was shown in [10] that over-

lay networks can enhance Quality-of-Service(QoS) perceivdtbtivating example: Consider a path on whichh — 1
by users without any support from the underlying Internetodes lie between a sendefc and receiverdst (Figure 1).
Recently, application overlays have been proposed to supdodnote byv; the ith node on the path, withrc = vy and



dst = v,. Let p; denote the packet loss probability on linkouffers coupled with back-pressure schemes are necessary to
E; =<wv;_1,v; >, andd; the two way packet delay betweeravoid flooding the slowest relay segment. When setting up
nodew;_; andwv; (two way propagation delay, plus possiblghe pipeline, one has to trade off the throughput gain against
queueing delays due to congestion). WHen} are small, the memory and computation consumption.

throughput of a TCP connection between nadend node To bound these overhead, we can limit the number of

j(> 1) can be approximately characterized by [26] segments on a relay path. Then the question becomes: given
C at mostm TCP connections, how to setup the pipeline
B(i,j) = — , (1) to maximize end-end throughput? This is equivalent to the
Zi:iﬂ di/ E?c:i+1 Dk problem of optimally placingn — 1 nodes to relay traffic

. . . from src to dst. For example in Figure 2, if the third link
In the simplest case, all links are homogeneqgus= p and . .
is the slowest link and we are allowed to use oglyelay

d; = d. Then the throughput of a end-end TCP connection |sOdes we mav want to place the two relav nodes on both
B(0,n) = —%—. On the other hand, if all the nodes commi ' Y P y

. ndy/np’ ; ends of the slowest link. Formally, we want to find an optimal
to application level packet forwarding, the user can set %-PartitionA of [0, n] such thatT'(A) is maximized:

n sequential TCP connections, one between each adjacen

node pair(v;—1, v;), to relay packets fromrc to dst. Each T* = max min B(A(i — 1), A(i))
such relay TCP connection will achieve throughgi(t, i + |Al=m 1<ism
1) = d—%} The end-end throughput is the minimum of all A* = argmax min B(A(i — 1), A(7))

T 1<i<m
relay TCP connections. In this case, it is sg%, which is Al=m

n+/n times larger than the throughput of the single end-end

TCP connection and ig/n times larger than the aggregate /\/‘\/\.
throughput ofn parallel end-end TCP connections between ol o P lg o o o @i
src and dst. sre=1p vy ) 3 Up-1 Uy = dst
We refer to the set of sequential TCP connections used
to relay packets from the source to the destination as a
TCP pipeline Formally, a TCP pipeline withn sequential
connections is an-partition, A, of an-hop path[0,n] such This optimal pipeline problem can be solved by dynamic
that0 = A(0) < A(1) < A(2) <--- < A(m—1) < A(m) = programming. LetA*[k,m] be an optimalm-connection

n and theith TCP connection runs from nodey; 1) t0 pipeline betweeny, andv,, andT* [k, m] be its throughput.
va(i)- According to (1), the throughput on théh segment \We have

of the pipeline isB(A(i—1), A(i)). The end-end throughput

of a TCP pipelined, T'(A), is the minimal throughput of all 7™ [n,m] = max min {T* [k,m — 1],B(k,n)}
constituent segments: mosen

Fig. 2. Optimal TCP Pipeline witll Segments

k* = argmax min {T* [k,m — 1},B(k,n)}
T(A) = min B(A(i— 1), Ai)) m—12k<n—1
- A*n,m] = A*[k*,m — 1] ® {n}
Since A is a partition of[0, n], it is easy to verify that
) _ _ The complexity of solving this dynamic programming prob-

7(4) = 1212.12”3(2 - L), lem is O(n?m). See the technical report [27] for detailed
o gorithm. T*[n, m] is a non-decreasing function of and
, bounded from above b¥'[n,n] = minj<;<, B(i — 1,14).
S\'?Vhen solving the dynamic problem in a bottom-up way,
we can find the smallestz* which achievesT™[n, m*] =
T[n,n]. If m* < n, adding more thann* sequential TCP
connections won't improve the end-end throughput, which
B. How to Set Up a Pipeline Optimally? is throttled by the slowest link. At the same time, multiple
rallel TCP connections helps achieve high throughput
0ss congested link. This motivates us to think about how to
hgptimally combine sequential and parallel TCP connections
r]f8 achieve higher throughput. For the network in Figure 2,
we can use multiple parallel connections to cover the slowest
Hﬂll( as shown in Figure 3.

That is to say the throughput of a pipeline of sequenti
TCP connections is bounded from above by the “slowe
link betweensrc and dst. Obviously, the upper bound will
be achieved when the pipeline consists of sequential
connections andi(i) = 4,0 <i <mn.

Application relays alleviate the discrimination against IongQa
haul connections and the achieved data rate scales

the number of links along a path. It also improves t
efficiency of data retransmissions. A packet lost on o
relay segment is retransmitted locally on just that segment
avoids unnecessary retransmission on all links along the p
and lost packets are recovered faster. At the same time, data

relay incurs overhead in application level operations. Multiple = 4 o @
TCP connections have to be established for one unicast data -
transport. Along the relay path, all packets are sent in a

store-forward manner and experience additional processing
delays at intermediate relay nodes. Due to the rate mismatciid- 3. TCP Relay with Sequential and Parallel Connections
between TCP connections on different relay segments, packet

. e o .p’”—d“

sre =1y u Uy U3 Up_1 v, = dst



C. Combining TCP Pipelining and TCP Striping over| ay@

Y

For very congested relay segments, TCP striping can be
employed to increase the bandwidth of the bottleneck on the
whole relay path. Data is striped by a sending relay node
over parallel TCP connections to a receiving relay node. The
receiver reassembles data segments received from different
connections and relays them to its downstream neighbor.
Data striping and reassembly also incurs memory and com-
putation overhead and introduces additional packet delay.
Too many parallel connections can cause more congestionto ~ [----- logical 1ink
those already congested links and can degrade the network physical 1ink
performance as a whole [28]. In this section, we limit the

number of parallel and sequential TCP connections that usersrig. 4. Application Overlay Built upon Underlay Network

can possibly use and study how to organize them optimally

to achieve the maximal bandwidth.

As in the previous section, we still partition the path fronand forward traffic for each other. An overlay network can be
src 10 dst into m segments a8 = Q(0) < Q(1) < Q(2) < represented as a directed grafh= (V, E), whereV is the

- < Q(m —1) < Q(m) = n. Between nodesq;—1) and set of overlay nodes an# is the set of all thdogical links
vQ(i), there ares(i) > 1 parallel connections and with thepetween overlay nodes. Each logical link corresponds to a

constrainty ;" s(i) = N. The optimization problem is:  physical path in the underlay network. (Note: in most cases,
max min s(i)B(Q(i — 1),Q(i)), the graph is fully connected, meaning each node can reach
{m,Q,s} 1<i<m each other; however, if the overlay runs across multiple ASes,

Givenm and(, it becomes an integer programming problemque to the policy based inter-domain routing, some overlay
nodes may not able to talk directly to each other. Hence

max 1Egi<nms(i)B(Q(i —1),Q()), we only assume’ is connected.) Through application level
lef=m 15e= routing, an overlay node can specify a path in the logical
subject tos(i) > 1 and>_" | s(i) = N graphG to reach another overlay node. Data is relayed to its

If m and@ are not fixed, it can still be solved as the followinglestination on all logical links along the specified path. We
dynamic programming problem. LéQ* [k, ], s*[k, ]} be an refer to a path used to relay data between two overlay nodes
optimal organization of TCP connections betweery and as arelay path Most previous work on application level
vk, T*[k, ] be its throughput. It satisfies routing focused on finding paths with high resilience against
. ) e ) failures and best end-end path performance metrics, such as
T"[n,N] =  max min {T [k, 5], (N *J)B(k’”)} delay and loss rate, which can translate into the throughput
1<j<N-1 of end-end TCP connections along those paths. Our objective

{k*,j*} = argmax min {T*[kaj]v (N —j)B(k‘,n)} here is to find relay paths optimized for the performance of
m-1<k<n-1 TCP relays. Throughout this section, we assume that underlay

. ilfij_;l network routes are fixed.
Q" [n, N] = Q"[k",j*] ® {n}
s*[n,N) = s"[k*, j" ] & {N — 7"} A. Widest TCP Relay Path

The complexity of solving this problem i®(N2n?). De- Our first objective is to find a relay path with the highest

tailed algorithm is presented in a technical report [27].  throughput. The throughput of a TCP relay path is the
minimal TCP throughput on all constituent logical links. We

IV. TCP RELAY IN OVERLAY NETWORKS refer to the throughput of a single TCP connection over a
In the previous section, we studied how to optimally pladegical link < v;,v; > as thelocal TCP throughput between
relay nodes along the default end-end data path provideddqyandv;, denoted byB(i, j). B(i,j) can be calculated by
the underlay network. However, underlay network routes attge end-end packet loss probability and round trip time from
not optimized for the throughput of application level relays; to v; as in (1). In a directed overlay gragh = (V, E),
With the flexibility of application level routing in an overlayif we assign weightB(<, j) to link < v;,v; >, and define
network, it is possible to find better paths to relay data hewidth of a path as the minimum weight of all constituent
higher speeds. In this section, we study the optimal TCP reltiyks, an optimal relay path from; to v; is a widestpath
problem in an overlay network. We formulate it as a multifrom v; to v,.
metric application level routing problem. Various algorithm3he widest path problem has been studied in [13], [20]. The
are proposed to find relay paths optimized for data transparidest path tree rooted at a sourgecan be constructed
performance metrics, such as throughput and hop-count,uséing a simple variant of Dijkstra’s algorithm, which is
well as overlay network performance measures, such as thically used to construct single-source shortest path trees.
maximal workload on all overlay nodes. The algorithm keeps two sets of vertice&; the set of
As illustrated in Figure 4, in an underlay network, a subsgertices whose widest paths from the source have already
of network nodes form an application level overlay networkeen determined and — Z the remaining vertices. Lek(v)

4



be the best estimate of the widest path for vertend=(v) up tom iterations. Again we assig®(i, j), the local TCP
be the predecessor on the widest path. The basic modettobughput between node; and v;, as the weight for the

operation is: link < v;,v; > in the directed overlay grapty = (V, E).
1) Initialize d(v) = 0, d(s) = oo, Z =0, Let W{v, k] be the width of the optimal path from the source
2) While there are still vertices iV — Z, s to the nodev with no more thark hops. The algorithm is

Wiv, k] =0,Wis, k] = 00,0 <k <m;

a) Sort the vertices i/ — Z according tod(v), for k — 1 uptom do

b) Add u, the vertex with the largesi(v) in V — Z, for ue vV do
to Z, WIu,k]=W[u,k-1];
¢) Relaxation: forv connected ta: updatesi(v): if end for
min(d(u), w(u,v)) > d(v), thenw(v) = v and for <w,v >€ E do
d(v) = min(d(u), w(u, v)) if min(Wlu, k — 1], B(u,v)) > W{v, k] then
o N ’ e ) Wlv, k] = min(Wu, k — 1], B(u,v))
Similar to the Dijkstra’s shortest-path algorithm, the run- end if
ning time of the entire algorithm i©(|V|?). It can be end for

implemented as a link-state algorithm. Each overlay nodeend for
broadcasts its connectivity and link widths to all other nodeg.we setm = |V|, after the completion of the algorithm,

After collecting all the link state information, an overlay nodgve can identify the smallest possible number of relay hops
can compute the widest paths to all other nodes. In a rgal achieve the highest throughput for all destinations. The
network environment, the local TCP throughput on a logicalinning time for the algorithm i©)(m|E|). It can be imple-
link varies over time. Therefore the link weigh(i, /) mented as a distributed distance-vector algorithm. Each node
should be calculated from some representative statistics.cmmunicates only with directly-attached neighbors about
most casesi3 (i, j) should be quantized to avoid unnecessame widest paths to other destinations with hop constraints.
complexity introduced by small differences in link widtht ijs has been shown in [24] that the badi& algorithm
Quantization is also important when other path metrics, j§ not the most efficient in finding the hop-constrained
addition to the width, are also considered. We will discusgidestpaths when the network is densely connected. An Im-
this issue later. proved Bellman-FordIBF) algorithm is proposed with lower

If local TCP throughput on all logical links are symmetricasymptotic complexityO(|E|log|V| +m(|V|?/log|V])). In-

i.e., B(i,j) = B(j,i), we can use an undirected graph tgerested readers are referred to [24] for details. It deserves
represent an overlay network. The widest relay paths betwegndy to compardBF with BF on different size overlay
all node pairs can be efficiently constructed by finding getworks.

Minimum Spanning Tree (MST) for the associated undirectegh find optimal relay paths with no more than hops
graph G. Interested users are referred to [27] for detailpetween all pairs of overlay nodes, we can develop an
Widest paths constructed from the Minimum Spanning Treggorithm similar to the recursive all-pairs shortest-paths
are naturally loop free. Minimum Spanning Trees can alggorithm. Let N(v) be the set of neighbors of node

be used to construct the optimal overlay multicast trees [1@}[s ¢, k] be the width of the optimal path fromto ¢ with

B. Widest TCP Relay Path with Limited Hops gggore thark hops. The algorithm is in the bottom-up order
The number of logical links on a relay path corresponds to thefor s, ¢ € v, do

number of overlay nodes participating in the data relay. As if (s,t) € E then

discussed in Section Ill, data relay involves computation and ~ Wls,t, 1] — B(s, 1)

memory overhead at the intermediate relay nodes. Within an elsg/[s £1] <0
overlay network, buffer and computation power for relaying  onqif

traffic are important resources, which are contended for byend for

competing overlay users. The number of relay nodes on afor k = 2 uptom do

relay path is an important measure of resource consumption for s,t € V-do. , , ,

of the corresponding data transport. Therefore, it is important V.2 (s) = min{Wis',t, k — 1], B(s, s')}, Vs’ € N(s);
. Wis, t, k] = max{W(s,t,k — 1], maxyen(s) WP(s")}

to enforce a limit on the number of overlay nodes on a o4 for

relay path. The optimal relay problem with this path length o.q for

constraint is to find a path with no more tham hops to

achieve the highest throughput.

To find optimal relay paths with no more than hops

from a single overlay node to all other overlay nodes, we So far, we have focused on finding the highest throughput

develop a variant of thBellman-Ford(BF) algorithm, which TCP relay paths with or without a constraint on the number

is designed to find the shortest-paths from a single sourceoforelay hops. In this section, we introdupath lengthas

all other nodes for all hop counts. TigF algorithm is an an additional metric to search for optimal TCP relay paths.

iterative algorithm. At theh-th iteration, it finds the shortest When the path length is used as a secondary optimization

path between the source and all the destinations with at mosterion, an optimal relay path isshortest-widest patirom

h hops. If we want to find an optimal relay path with no mora source to destination. Under certain situations, the strict

thanm hops, we run the following BF-like iterative algorithmpreference of path width over path length should be relaxed.

C. TCP Relay Path Optimized for Width and Length



One way to trade off width against length is to find th&xtra care has to be taken when extending shortest/widest
shortest path satisfying width requirement path algorithms due to the following properties of SWP:
Since an end-end path is bounded just by its “narrowest” link, 1) If a path from A to Z throughB, A ¥4 B £3 Z, is

all other links on the path have no effect on the path’s width.  a SWP fromA to Z, it doesn't mean that the path
Therefore, there are normally many widest paths with equal B £3 7 is a SWP fromB to Z; It is true if we replace
width between two nodes and a path with loops may also  SWPwith shortest pathThis is an important property
qualify as a widest path. This problem is more serious in  for the correctness of Dijkstra shortest path algorithms.
an overlay network, where two different logical links will 2) If 4 %% B X3 7 is a SWP fromA to Z, andB %% Z
have the same weights if they physically share the same s a SWP fromB to Z, it is not always true thatl £
bottleneck link and have similar round-trip delays. Therefore, B Z3 7 is a SWP fromA to Z; It is true if we replace

in an overlay network, it is easy to have many logical paths,  swpwith widest path

which have the same (or very close) width. In Figure 5, all
possible logical paths from to D are physically constrained
by A’s access link, which is the only bottleneck link in the w5 10 s 1 —
network. If the delays on logical linkd — C and A — B are - - §§i bandud ot
equalA-C—-D,A-B—-D,A-C—B—-D andA-B—-C—-D G <2, 10>

are all widest paths fromd to D. The path lengthcan be

<1,N <0.5, 1>
C

Fig. 6. Special Properties of Slowest-widest Paths

For the network in Figure 6, the SWP fro@i to A should
be the pathC — D — B — A, which has a width 0f).5 and a
length of3. However,D — B — A is narrower thanD’s SWP
D — A (due tol)) andC — D — A has a length ol 1, which

Fig. 5. Ambiguity of Widest Path in Overlay Networks is larger than that of’s SWP (due ta2)). Shortest-widest

relay paths can be found in the following two-phase search:

used as the secondary optimization criterion when there is al) In the first phase, assign local TCP throughput to each
tie in path width. That is to say we want to find the so called logical link in the overlay graph, find the widest paths

shortest-widest pat@SWHh, i.e., the shortest one among all from the source to all other nodes using Dijkstra like
the widest paths. As studied in the previous sectiogical algorithm as described in Section IV-A

hop countcan be used to measure the length of a relay path.2) Let 7'(i) be the width of a widest path to nodeSort
Physical hop countthe number of physical links on a path, all the nodes into a list such thdi(¢) is in increasing

is also an important length measure. The more physical links  order. Assign link lengths as link weights in the graph
on the relay path, the more network resources consumed by) Start with the node with the smalle$i(:), prune all

the corresponding data transport. When two relay path are the links in E which have bandwidth less thaf:).
equally wide, one should always choose the relay path with4) Find the shortest path from the source to nedie the
smaller physical hop counto minimize network resource pruned graph, that is the shortest-widest path from the
consumption by one data transfer, which in turn maximizes  source to node in the original graph, take nodeout

the overall network utilization. However, end-end physical of the sorted list

length, or equivalently propagation delay, is not an important5) Go back to ste@), until the list is empty.

metric for relay path. The latency of transmitting a large filtn an overlay network, the choice of metric for optimal relay
is dominated by the transmission delay, which is determing@th is application dependent. So far, we give the width of a
only by the relay path’s throughput. relay path strict priority over the its length. The length metric
In our study, we use eithdogical hop countor physical hop is used only when there is a tie in the width metric. This
countas the second relay path metric. In an overlay graph,sfrict priority may be too rigid in a real network environment.
we assignl as the length of each logical link, the length ofiven the dynamics in the underlay network traffic, both the
a relay path is its logical hop count; if we assign the numbachieved local TCP throughput and packet delay over one
of physical links on a logical link as its length, the lengthogical link vary over time. In other words, all those link
of a relay path is its physical hop count. Although multiweights are not accurate. Therefore link-weight-based search
metric path optimization in general is an intractable probleaigorithms should not be too rigid, especially regarding the
[29], [20], the choice of bandwidth and length as path metriggeference among different path metrics. It doesn’t make
makes the complexity of the SWP algorithm similar to thaense to rule out a path that is much “shorter”, while being a
of a standard shortest path algorithm. Bdilijkstra like little bit “narrower”, than the shortest-widest path constructed
link state algorithms an@ellman-Fordlike distance vector based on a one-time or some mean statistics. The strict
algorithms have been proposed to solve the SWP problgmority of bandwidth can be relaxed while still keeping
in the context of Quality-of-Service routing [20], [21], [22].the preference for it. To practically do it, threshold-based



searching algorithms can be employed. One can specify a V. EXPERIMENTS

lower bound for the width of a path, which is calculated bas&gle show some experimental results in this section to demon-
on the result of the widest path search and some relaxatigpate that application level relays effectively increase the
margin, and then chooske shortest path satisfying the widththroughput of data transport. The experiments were carried in
requirement This can be done by using the previous prungys.2 simulator. In order to simulate the receiver TCP buffer
search procedure as for the shortest-widest path. The ogtupancy and the back-pressure in the TCP relay path, we
difference is that the width threshold, instead of the maximg|{ygified the FullTCP module and the TCP packet header

path width, is used to prune links. to implement the TCP flow control mechanisms. By adding
the advertisement window to the TCP packet header, sender
D. Contention on Relay Nodes side TCP can adjust the maximum window size and stop

o . . sending data when the receiver's TCP buffer is full. We
Limiting the length of relay path can alleviate possible congiso developed a specific application module that explicitly
tention on some relay nodes. However, it doesn't explicitlyyis data from the receiver TCP buffer. This simulates the
control the workload on relay nodes. To avoid overloadingaq operation that real applications do when receiving data
some relay nodes, we have to take the contention on refgym a socket connection. This application module is used to
nodes explicitly into consideration when constructing thgmulate TCP relay nodes.
application relays for all demand pairs. This is somewhg{y, sets of experiments are shown in this section. In the first
S|m.|Iar to t_he network traffic engineering problem, which iget, we demonstrate throughput improvement by pipelining
to find optimal routes for all demand pairs such that overaficp connections along the data path provided by the un-
link contention (translated into link utilization, or link delay)derlying networks. In the second set, we study TCP relays
is minimized. The general load balancing routing can hg gverlay networks. We show performance improvement by
formulated as the unsplittable flow problem which tries tQsing the widest TCP relay paths with limited hops and
minimize the maximum workload on one node. It is a wellshortest relay paths satisfying the width requirement. We

known NP-hard problem [30]. However, for the purpose Qferformed these experiments several times and got similar
setting up a relay path, if we only use workload on overlayagits each time.

nodes as the objective function to optimize, the solution is

trivially that every node sends data directly to its destinatiofs- TCP Pipeline and Throughput Improvement

What we really want is a solution which gives us botln this subsection, we show the performance of TCP pipeline
high aggregate throughput for all data transport pairs aimd a linear network topology. As in figure 7, we use a
a low contention level on all overlay nodes. This is agaichain topology which consists @f duplex links and study

a difficult multi-metrics routing problem. Here we proposehe throughput between nodel andn7. Each link has a
some heuristic algorithms to solve a relaxed problem. Instead

of solving the multi-objective optimization problem, we ask J0TCP _ 80TCP _ 120TCP_ 40TCP _ 40TCP _ 40TCP
the fOIIOWing question: how to Optlmally set up I’elay pathS m 467% o 713% g3 890% ., 467% 5 46T% g 467%
for all data transport pairs so as to maximize the networks’

aggregate throughput while each relay node relays traffic for Fig. 7. Linear Network Topology

at mostm data transport pairs? To exactly solve this problem ) )
is also difficult. We developed some heuristics to solve f@pPacity 0f20Mbps and alOms propagation delay. On each
approximately: link we add40, 80 or 120 background TCP flows from one

: _ end of the link to the other as indicated in the figure. The
1) Find the shortest-widest path (SWP)s between all dgg,re also indicates the loss rate incurred on each link. Links
mand pairs o . with 120 background TCP flows are the most congested
2) Sort the demand pairs in decreasing order of paffy.q angd those withio background TCP flows are the least
widths; set up a relay workload counter for each,ngested. The number of the background TCP flows is large
overlay node. _ enough to ignore TCP pipeline’s impact on link loss rates.
3) Take a demand pair out from the head of the sorted lig{ o5cpy experiment, we fix the number of relay nodes and
and increase the counter of all the r!odes on its SWRe the algorithm in Section 11I-B to optimally set-up TCP
by one, and remove the demand pair from the sorteghojine |n the first case, data is transferred from source to
list . . destination via a single TCP connection. In the second case,
4) repeat the previous step until some overlay nodegy, is transferred using an optimally set-up TCP pipeline
counter reach the upper limit, then remove it from onq oy 1 relay node is used. In the third case, data is
the _rela_y topology (it can still be -used as SOUrce€ Qfansterred using an optimally set-up TCP pipeline with
destination for some demand pair, but not re""‘y'nﬁalay nodes in the middle. Similarly for thith case and the
nodes) . bth case. In theésth case, data is transferred using a hop-by-
5) based on the reduced topology, go back to stepintil ) tcp pineline. Figure 8 shows the achieved throughput of
all demand pairs have been routed. TCP pipelines optimally established as in Section IIl. From
If during the execution of this algorithm all relay nodes reacthis set of experiments, we see that the throughput increases
their relaying capacities, remaining demand pairs can only be the number of relay nodes increases, which shows the
transmitted directly without any relay. performance boost brought by TCP pipelining.

n7
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B. TCP Relay in Overlay Networks in Figure 10 and 11. The level of path width relaxation is

We now demonstrate the throughput boost enabled by appfiPresented by the relax margin, which is the gap between
cation relay in an overlay network. Our underlying networf€ width of the widest relay path and the width requirement.
consists 050 nodes and17 edges, created by the Georgid:'gufe 10 shows tha@ as we relax the width requirement, we
Tech’s topology generator GT-ITM [31]. All links have thet@n find shor?er path in terms of relay'se.gments at the expense
same capacity of0Mbps and the delays are set proportionan smallelr width. We observe the s!mllar results when we
to the distance between two nodes in the GT-ITM generatk§® Physical hop counts as the metric for the path length, as
scenario. Any two links between two nodes have the sa@gown in Figure 11.

loss rate, and the loss rate is randomly set betweamd
0.02. Among the50 nodes, we randomly choo¥) nodes
to form an overlay network. On this overlay network, we
perform two sets of experiments. In one set of experiments, previous sections, we have studied various application
we use the Bellman-Ford algorithm proposed in Section IVelay schemes to increase the bandwidth of data transport. We
B to find the widest TCP relay path with different logicahave assumed that an application level relay has negligible
hop constraints. In the other set of experiments, we use fhgact on the underlay network. This can be justified when
algorithm discussed at the end of Section IV-C to demonstrdabe amount of traffic employing application relay constitutes
the trade-off between the width and length of a relay patha small portion of the total network traffic. However, end
The first set of experiments in this subsection uses the widesers have a strong motivation to employ application relays to
TCP relay path with limited hops algorithm to computémprove their performance. Application relays are becoming
optimal TCP relay paths. We randomly choose two pairaore and more popular and they are generating an increasing
of overlay senders and receivers in the overlay netwoftaction of network traffic. The fast growth in overlay traffic
and observe the throughput achieved using or without usidgaws more and more attentions. In this section, we discuss
TCP relay. We compare the changes of throughput for thgplication relays’ impact on the underlay network and the
sender/receiver pairs as the maximum number of hops ugedformance of normal users. Specifically, our discussions
in TCP relay increases. In these cases, the widest pathsfaltus on application relays’ impact on efficiency and fairness.
not change every time the upper limit increases and keApplication relays overcome deficiencies in underlay network
the same when the upper limit is larger thanThus we congestion control and routing. They improve network effi-
set the maximum hops used in the overlay TCP relay froolency in the following ways. Application relay paths are

1 to 8 and observe the throughput reached in each caset to maximize the throughout on their “narrowest” relay
When the maximum hops is set @9 the underlying path hops. By doing so, traffic is routed away from the most
between the sender and the receiver is used. Figure 9 shaasgested links. Therefore, application level relays in fact
the throughput achieved for the three sender/receiver pdiedp achieve network load balancing. At the network layer,
with different TCP relay paths. We see that, when the limitaffic engineering also tries to balance workload on all links.
on the maximum relay hops used is increased, wider relByie to the cost of changing routing tables on routers, the
paths can be found and the achieved throughput showstemne interval between network routing updates is on the scale
obvious increasing trend. of days. On the other hand, application relay paths can be
In the second set of experiments, we use the algorithmpdated much more frequently so that it can keep up with
proposed in Section IV-C to set up the shortest TCP relapanges in network traffic. Along a relay path, relay nodes
path satisfying the width requirement in ti#i8 node overlay are responsible for the reliability of packets relayed by them.
network. The purpose is to illustrate the trade-off betwedrost packets, either due to congestion or corruption, are
the width and length of a relay path. We choose three sourszovered locally. Théocal recoveryeliminates unnecessary
destination pairs. Based on the previous discussions on gaecket retransmissions on all links along an end-end path
trade-off between width and length (logical or physical hopiggered by packet losses on just one link. This saving is
counts) of a path, we relax the width requirement gradualygnificant especially when there are wireless links on the
and solve for shortest length (measured in logical or physiqadth [25]. Large feedback delay is a major hurdle for the
hops) at each relaxation level. Experiment results are shostability and efficiency of congestion control schemes [32],

V1. DISCUSSIONS IMPACT ON THE UNDERLAY
NETWORK



—— Source 1, destination 6
-0- Source 1, destination 14
Source 1, destination 18 4

—«— Source 1, destination 6
-0- Source 1, destination 14
Source 1, destination 18

sof

70

cof

sof

Width (kbps)
Logical Hop Counts

a0l

sof

200

10
o 20 a0 140 160 180 o 20 a0 160 180

60 %o 160 1
Relax Margin (kbps)

60 80 100 120
Relax Margin (kbps)

(a) Width of a shortest width-constrained path decreases as we (b) Logical hop count of a shortest width-constrained path
relax the width constraint. decreases as we relax the width constraint.

Fig. 10. Shortest Width-constrained Path: logical hop count as the path length

100 10

Source 1, destination 8 —— Source 1, destination 8

Source 1, destination 12
Source 1, destination 18

-0~ Source 1, destination 12 4 ) -

o5
Source 1, destination 18

° 0 0= 0 =0 =0 - O-Q

asf

sof

Width (kbps)
Physical Hops

GGD 5 10 15Re|ax2?\/|argi[125(kbps):m 35 40 a5 o 5 10 15Relaxzx/largin25(kbps)ao 35 40 a5
(a) Width of a shortest width-constrained path decreases as we (b) Physical hop count of a shortest width-constrained path
relax the width constraint. decreases as we relax the width constraint.

Fig. 11. Shortest Width-constrained Path: physical hop count as the path length

[33], [34]. TCP connections on relay segments experienfienction and incurs cost from all links along its path with
much smaller feedback delays and reacts faster than endngestion based price. The rate control problem is studied
end connectionsLocal rate controlis more efficient in as a distributed optimization problem. This utility-price based
obtaining available bandwidth and at the same time helpsdpproach can potentially be used to investigate the fairness
maintain network stability. Application level data relay in théssue at application layer. Since one application relay employs
store-and-forward manner naturally supports local caching miultiple transport layer connections to relay data, how to
redundant data. For some data intensive applications, sucttasbine utility functions of those relay connections to study
multicast and web server caching, an application relay ctre application level fairness is a problem deserves further
greatly reduce the amount the traffic crossing the networkstudy. The goal of application layer fairness study is to
ide the design of application level relays which trade-off

Application relay users can achieve better performance thaj). . . ) . .
ciency with fairness among competing applications.

regular users. They raise the fairness issues between diffefe
applications. However, it isiot fair to criticize application
relay users for being unfair to regular users just because they

achieve higher throughput. As argued in [25], splitting & this paper, we investigate application level relay schemes
long connection into multiple smaller connections actuallfor high-bandwidth data transport over shared wide area
provides better fairness in a MANET. By moving trafficnetworks. We have shown that, by optimally combining
to less congested path, application relays in fact help &P connections, both sequentially and in parallel, TCP
improve the performance of those regular users that hgvipelining greatly improves the throughput of long-haul data
to use the congested path. Most previous studies of féiansport over lossy links. It also improves network efficiency
sharing of network resource focused on the transport layend alleviates discrimination against long connections. The
and below [3], [35], [36], [37]. Little attention has been giverproposed optimal relay algorithms can be easily adopted in
to application layer fairness. Fairness issues of multi-patireless/sensors and special purpose wired-line networks to
routing was investigated in [23]. Recently it has been studiedlay data between nodes far away from each other. The op-
in [17], [18] that Parallel TCP breaks, at the application layetimal relay problem in overlay networks has been formulated
the fairness that TCP tries to maintain at the transport layas a multi-metric application level routing problem. Various
The resources consumed by an application can be measuakgpbrithms have been investigated to optimize for multiple
by the amount ofcongestionit generates in the network. performance measures of individual users and the network as
Utility-price based framework was proposed to study the whole. Proposed algorithms are readily to be implemented
fairness and stability of congestion control schemes [36h operating overlay networks. We also discuss application
[37], [38], [39]. Each transport layer connection has a utilitievel relays’ impact on the fairness and efficiency of network

VII. CONCLUSIONS ANDFUTURE WORKS



resource allocation.
Future works can be pursued in several directions:

(14]

(15]

1) Extensive experiments have to be conducted in real

2)

3)

(1]
[2

(3]

(4]

(5]
(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

network environment, such as the wide area overlaif]
testbed PlanetLab [40], to test the performance f7]
proposed relay schemes, and more importantly gain
more understanding on the trade-offs between multiple
performance metrics of relay paths. [18
The implementation of relay schemes in overlay net-
works remains to be studied. What is the right wal®l
to collect statistics regarding the underlay network?
It was pointed in [41] that independent probes bjeo]
overlay nodes generate considerable ping traffic. A
routing underlaywas proposed to collect information[21
from the underlying Internet and answer the queries
of overlay nodes. Another question to be answered
is when and how to compute optimal relay paths[az]
Each node can calculate its optimal relay paths using
distributed algorithms or a centralized unit is set up t&3l
do the optimization for all the nodes. Depending on the
variability in the network condition, relay paths can b4
pre-computedind updated occasionally when the state
of the network changes; or relay paths are calculat?g]
on-demand

While the major objective of application level relay is
to efficiently utilize network resource, the fairness issu!
atapplication leveldeserves more study. How to trade-
off efficiency with fairness in application level relaysl27]
is an interesting problem to look into.

[28]
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