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Abstract

Currently;, grid computingfault tolerance i.e. the capa-
bility of recovering from both hardware and softwae fail-
ures, is basedon IP dynamicrerouting and on fault tol-
erant schemesimplementedn the applicationsor in the
middlevare. However, despitetheir wide range of appli-
cability, currentgrid fault tolerantschemesmightnotbe as
efcient as emeging resilientschemespasedon the Gen-
eralizedMulti-ProtocolLabel Switding (GMPLS)protocol
framework, in overcomingspeci ¢ hardware failures,suc
asnetworkinfrastructue failures.

In this study a mathematicalprogramming model for
evaluatingthe performanceof a grid fault tolerant scheme
capableof overcomingsingle physicallink failuresis pre-
sented.Theschemeis basedon the integration of applica-
tion/middlevare fault tolerance i.e., servicemigration,and
GMPLSpathrestoation.

Numericalresultsshowthat the integrated schemeal-
lows to increasethe ratio of recovered inter-servicecon-
nectionswith respecto the utilization of standad IP short-
estpath (OSPF)dynamicreroutingwhile limiting the num-
ber of servicemigrations. However, many other factors,
sud asthenetworkthroughputuponfailure occurrencethe
numberof locationsallowedfor servicemigration, andthe
amountof bandwidthnecessaryor servicemigration, neg-
ativelyaffectstheratio of recosered connections.

1 Intr oduction

In grid computinga complec taskis accomplishedoy
leveragingservices,such as the executionof a job (i.e.,
computationalresourcesyirtual processorspr a replica
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of a frequentlyuseddataset (i.e., storagecapacity dis-
tributed virtual sharedmemories),distributed amongdif-
ferent sites physically connectedby the communications
network infrastructure[3]. Emeging network architec-
tures,suchasinternetProtocolover GeneralizedultiPro-
tocolLabelSwitchingover WavelengthDivision Multiplex-
ing (IP/GMPLS/WDM),arefosteringthe expansiorof grid
computingfrom Local Area Networks (LANS) (i.e., clus-
ter grid) to Wide AreaNetworks (WANS) (i.e., globalgrid)
by allowing differentsitesat which servicesarelocatedto
communicatehroughQuality of Service(QoS)guaranteed
end-to-endconnectiong8].

Fault toleranceis emenging as a QoS requirementof
paramountmportanceor grid computing.Indeedgrid ser
vicescollaboratingin solvinga complex taskmustbe able
to seamlesshyinteractin spite of both software and hard-
ware failures,suchastemporaryunavailability of compu-
tationalresourceslueto systemcrash,or communications
network failures, suchas optical ber spanfailure. Cur
rentsolutionsfor grid computingfault toleranceare based
onthreeschemeshataredirectly implementedby theuser
in the applications: chedpointing migration, and repli-
cation [10, 6, 7, 9]. To automatizeresponseo failures,
schemedlirectly implementedn the middlewvare are also
emeging [5, 4, 1]. However multipurposefault tolerance
schemesj.e. schemesable to addressdifferent type of
failures such as the onesimplementedin the application
andin the middleware,might not ef ciently overcomespe-
ci ¢ failures,suchascommunicationsietwork infrastruc-
ture failures. In additionIP basedfault tolerancej.e. dy-
namic shortestpath rerouting, might not be able to maxi-
mizethe numberof recoveredconnectionsithout degrad-
ing the connectiorguality, e.g. bandwidth.

The objective of this studyis to develop a mathemati-
cal modelto investigatehe bene ts of integratingapplica-
tion and middleware layer fault tolerantschemeswith re-
silient schemesmplementedbelov the Network layer of
the TCP/IPreferencanodel, e.g. at the GMPLS layer. In



particularthe integrationof servicemigration * with GM-

PLSpathrestomtionfor recoveringinter-serviceconnectv-

ity uponsinglenetwork link failureis consideredTheinte-

gratedfault tolerantschemeconsistsin utilizing two alter

native approachefor overcomingasinglenetwork link fail-

ure.Ontheonehanduponfailure,grid servicesvhosecon-
nectionsare affectedby the failure might migrateto some
allowed locations. New connectionsamongthe locations
where servicesmigratedmust then be setup to maintain
inter-serviceconnecwity. On the otherhand,pathrestora-
tion canbeutilizedto nd anew (not necessarilyhe short-
est)physicalroutefor recoveringthedisruptednter-service
connectvity amongthe locationsat which serviceswhere
originally staged. By recovering, transparentlyto the ser

vices,theinter-serviceconnectity pathrestorationpoten-
tially avoidstheservicesynchronizatiormndrestartrequired
by servicemigration.

The mathematicaimodel utilized to evaluatethe inte-
gratedfault tolerantschemeis basedon the Mixed Inte-
gerLinear Problem(MILP) formulationof maximizingthe
numberof recoveredinter-serviceconnectionsconsider
ing both the connectionghat mustbe set up betweenlo-
cationswhereservicesnigratedandthe connectionsecov-
eredthroughpathrestoration Constraintsuchasthe num-
ber of allowed locationswhere servicescan migrate, and
the amountof bandwidthnecessaryor servicemigration
arealsotakeninto account.

Numericalresultsshow that servicemigrationand path
restorationintegrationallows to improve the numberof re-
coveredconnections,j.e. the numberof serviceswhose
communicationseamlesslyovercomethe fault, with re-
spectto the utilization of standardIP shortestpath dy-
namicrerouting. On the one hand,pathrestorationallows
to limit the numberof utilized replica locationsand, on
the otherhand,servicemigrationhelpsthe underlyingnet-
work infrastructurein maintaininginter-serviceconnectv-
ity. Moreover the integratedfault tolerantschemeallows
to limit the additionalcomputationabndstorageresources
requiredby servicemigrationandthe burdenof servicesyn-
chronizatiorandrestart.

2 Sewice Migration and Path Restoration
Integration

The generic scenarioin which the proposedscheme
basedon the integration of service migration and path
restorationcan be appliedis depictedin Fig. 1(a). A ser
vice S hostedat nodeO originatesa taskandit utilizes ser
vices, i.e., job running servicesand datastorageservices,
hostedat differentnetwork nodes.Connection@mongthe

1In this study the term servicemigrationis utilized to refer to both
service checkpointingand migration and service dynamic replication
schemes.

network nodesinvolved in the computationare setup to
generatahe desiredinter-serviceconnectvity pattern,i.e.,
theinter-servicelogicaltopology Connectiongreassumed
to belong-livedandpermanenti.e., o w basedto guaran-
tee the requiredQoS to the inter-servicecommunication.
Upon failure of a physicalnetwork link, e.g. link (0; 1),
someinter-serviceconnectionsaredisrupted.

Theintegratedfault toleranceschemss utilized to suc-
cessfullyrecoverfull inter-serviceconnectvity evenin case
of limited numberof allowed replica locations(i.e., lo-
cationswhereservicesare allowed to migrate) and maxi-
mum numberof allowed connectiongbecaus@f QoScon-
straints)alongthe network links. For instanceassumehat,
in the scenariadepictedin Fig. 1(a), node5 is equippedo
run only datastorageservices,no morethanonejob run-
ning servicecanrun on eachnetwork node,andall the net-
work links cancarry at mosttwo connectiongexceptlink
(1; 4) whosemaximumcapacityis 3 connections¥. In the
integratedscheme(Fig. 1(b)) full inter-serviceconnectv-
ity is recoveredif serviceA migratesfrom nodel to node
2 andthe connectionbetweennodepair (0; 1) is rerouted
alongthe route spanningnodeso, 5, 3, and4. If instead
either servicemigration only or path restorationonly had
beenutilized full inter-serviceconnectvity could not have
beenrecovered.

To evaluatethe performancef theintegratedfault toler-
antschemea simpli ed model(Fig. 2) of the scenariode-
pictedin Fig. 1(a) andin Fig. 1(b) is considered A client-
serverscenarids consideredvhereonly servicepairscom-
municate.Bidirectionalconnectionsf $¢ andf %, arees-
tablishedbetweeneachtaskemitterservice,i.e. the client
s, and eachutilized service,i.e. the senerd. Thusthe
numberof connectionsequestedetweemodepairsequals
the numberof servicepairs that communicate.Only uti-
lized servicesj.e. serviceshostedat the senernoded, can
migrate. Thelocationsto which servicescanmigrate,e.g.
li andl;, arenot prede nedbut found uponfailure occur
rence. To migrate,servicesset up unidirectionalconnec-
tions (replication connection} e.g. f rs%!i andf rsidli
betweenthe node wherethey are currently hostedto the
nodechosenfor migration. Bidirectional connectiongre-
covered connection} e.g. the unidirectionalconnection
pairsf 4! andf b>%!i | arethenestablisheetweenthe
clientnodes andthelocationchoserfor servicemigration,
e.g.l;. Bothreplicationandrecoveredconnectionsnustbe
routedalongsub-netverk links supportingalimited number
of QoSguaranteedonnections.

The mathematicaprogrammingmodelis basedon the
MILP formulationof the problemof maximizingthe num-
berof recoveredinter-serviceconnectionsfter eachsingle
network link failure. The recoreredconnectionsonsistof
bothdisruptedconnectionsecoveredthroughpathrestora-

2|n this exampleall links andconnectionsireassumedvidirectional.
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Figure 1. Integrated fault tolerance example .

tion and new connectiongo locationswhere servicesmi-
grate. Thussolving the MILP problemformulationcorre-
spondgo maximizethe numberof servicesvhosecommu-
nication seamlesslyovercomethe fault by jointly solving
the problemof whereserviceamigrate ,whereto routecon-
nectionsto migratedserviceswhereto route connections
utilized by servicesfor migration, and whereto re-route,
throughpathrestoration disruptedconnectionso that the
numberof recoveredconnectionss maximized. The com-
municationsnetwork infrastructure(i.e., the physicalnet-
work topology)is modeledby a graphG(N ;L) consisting
of N nodesandL unidirectionalinks. Theconsideredail-
ure event e representshe disruptionof both the unidirec-
tional links connectinga nodepair. For eachfailureevente
theMILP problemformulationis thefollowing.
A numberof constantarede ned:

N = jN j, numberof network nodes;
L = jLj, numberof network unidirectionallinks;
cij , capacityof link (i; j);

R\, totalnumberof (s; d) pairsfor whichlocationl can
be utilized for servicemigration;

RS, total numberof locationsallowedfor the migra-
tion of serviceshostedin d and communicatingwith
serviceshostedn s;

f S4, numberof failedconnectiondetweerpair (s; d);

e, Setof (s; d) pairswhoseconnectiongredisrupted
by failureevente;

L, setof network unidirectionallinks surviving fail-
ureevente.

Thevariablesutilized in theMILP formulationare:

f ¢! numberof connectionspriginally betweerthe

pair (s;d), recoveredby migratingserviceto location
|3

f rsd!  numberof connectiondor servicemigration
from locationd to locationl;

fi?d;' , humberof connectionspriginally betweerthe
pair (s;d), recoreredby migratingserviceto location
| passinghroughlink (i; j);

f S.lfd;' , numberof backward connectionsorrespond-

ing to connectionﬁj;si;d;I passinghroughlink (i; j );

f rﬁj;d;' , humberof connectiongor servicemigration
fromlocationd tolocationl passinghroughlink (i; j );

3Thevalueof f 4! equalsthe numberof serviceshat migratedfrom
locationd to locationl.
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r>¢, binary variableindicating whetherat leastone
servicehostedin d and communicatingwith services
hostedn s migrategto locationl.
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Theproblemformulationassumeghatbidirectionalcon-
nectionsconsistof unidirectionakonnectionsoutedin op-
positedirectionalonglinks connectinghesamenodepairs.
Theobjective of the MILP problemformulation,seeEq. 1,
is to maximizethe numberof recoseredinter-servicecon-
nections.Eq. 2 limits the numberof recoveredconnections
for each(s; d) pairto the numberof disruptedconnections.
Eq. 3 andEq. 4 statethatfor each(s;d) pair a connection
f S9! to areplicalocation| existsiff location! is usedby
at leastone servicehostedat d. Eq.5 statesthat, if a ser
vice migrateso alocationl, aservicemigrationconnection
of bandwidthat least f %' is setup betweerthe current
servicelocationd andl. Eq. 6 statesthat the amountof

o w requiredby the migrationconnectionis limited by the
o w carriedby the connectiorf %' to thereplicalocation
I. However if pathrestorationis utilized, i.e. | = d, no

servicemigrationconnectioris necessaryseekq. 7). Eq.8

limits to RS the total numberof locationsto which ser

viceshostedatlocationd andcommunicatingvith services
atlocations canmigrate.Eq.9 limits to R, thetotalnumber
of (s; d) pairsallowedto usedlocationl! for servicemigra-
tion. Eq.10,Eq.11,andEq. 12 representshe o w conser

vation constraintor the recoseredconnectionsthe service
migrationconnectionsandthelink capacityconstraintre-

spectvely. Eq.13imposeghebidirectionalityconstrainbn

therecoveredconnectionskq. 14 stateghat,for each(s; d)

pair, thelocation| caneitherbe utilized or not for service
migration. Eq. 15 statesthat utilized servicescannotmi-

grateto nodeshostingtaskemitterservicesj.e. the client
node. Eq. 16 and Eq. 17 constrainthe relatedvariablesto

assumepositive integervalues.Eq. 18 allows f r$%! to as-
sumepositive real values. The MILP problemformulation
compleity is function of the numberof problemvariables.
In the worst casescenarioj.e. connectionsare setup be-
tweenary nodepair andthelink failure causeghedisrup-
tion of all the connectionssetup, the numberof problem
variablescanbeapproximatecasO(N 3 L).

3 PerformanceEvaluation Criteria

Four parametersreutilized to evaluatethe performance
of the integratedfault tolerantscheme. The expectednet-
work blocking probability is de ned asthe ratio between

thenumberof unrecaoeredconnectionsfterfailureevente
andthetotal numberof connectionglisruptedby thefailure
evente averagecamongall the possiblefailure eventse:
|
X PlNol P( 02 fs;d;l'
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EfProg=  PI 1 pe =
e2E (sd)2 e
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whereE is thesetof failureeventsandP/ is the probability
of failureevente.

The expectedreplica utilization ratio is de ned asthe
ratio betweenthe numberof locationsutilized for service
migrationandthe numberof locationsallowed for service
migrationaveragedamongall the possiblefailure events:

X 1 X X ysd
Ef ,g= P/ — L (20)
R . 165 R
e2E (sid)2R . LI6s
P
whereR , = f(s;d) 2 e |Loiesf 5  Ogisthe

setof (s;d) pairsfor which at leastone servicemigrates
from locationd to location| andthe connectionbetween
nodepair (s;1) is successfullysetup.

The expectedpath restoation utilization is calculated
asthe averagenumberof timesthe original sener location
nodeis utilized asreplicalocationnormalizedo thenumber
of replicalocationsutilized:

1 X rs
e N e )R Hes

The expectedconnectionroute lengthis the numberof
hopsspannedy recoreredconnectionsveragecamongall
thepossiblefailure events:

P s;d;l
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X
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4 Evaluation Setupand Results

The physicalnetwork considereds depictedin Fig. 3
andit is assumedo consistof optical ber links. Eachof
the54 unidirectionallinks connectinghe 16 network nodes
hasa capacityc, of 32wavelengths.

Inter-serviceconnecwity patternsare obtainedby gen-
erating bidirectional connectionbetweenuniformly dis-
tributed node pairs until a tarmget network achiesable
throughput 5. is reached.Eachconnectionoccupiesone
wavelength. Thevalueof .. representsheratio between
theamountof capacity(i.e., wavelengthsutilized for rout-
ing the connectionsbetweennode pair (s;d) along the
shortestpath and the total network capacity(i.e., wave-
lengths)available:

L fsd hSP
ac = @d s;d : (23)
(i )L @



Figure 3. Pan-European network.

whereh§§ is the numberof links spannedy the shortest
pathbetweerthenodepair (s; d). Numericalresultsareob-
tainedby averagingthe solutions,foundby CPLEX[2], of
theMILP problemfor 100differentinter-serviceconnectv-
ity patternsachieving the samenetwork throughput 4.

Fig. 4(a)comparesheexpectedblockingprobabilityob-
tainedby differentfaulttolerantschemesvith respecto the
proposedntegratedschemdi.e., integratedservicemigra-
tion and GMPLS pathrestorationscheme). The IP short-
est path (OSPF)dynamic rerouting schemereroutesdis-
ruptedconnectionghroughthe shortestpath computedon
the physicalnetwork topologywithout the disruptedlinks.
TheGMPLSpathrestoratiorschemeeroutedisruptedcon-
nectionsby solving the MILP problemformulatedin sec-
tion 2.1 without the possibility of migratingserviceso lo-
cationsdifferentfrom theoriginal servicelocation. Theser
vice migrationschemesolvestheMILP problemformulated
in section2.1 without the possibility of recovering inter-
serviceconnectvity by nding anew routeto the original
servicelocation(i.e., by utilizing pathrestoration)ut just
by migratingit to a differentnode. As shavn in Fig. 4(a)
the utilization of servicemigrationallows to considerably
decreas¢he numberof recoseredconnectionith respect
to IP shortespath(OSPF)dynamicrerouting.

Fig. 4(b) shaws that, in the integratedscheme for av-
eragevaluesof the network achiezablethroughputthe ex-
pectedpathrestorationutilization is about10%. Thusthe
utilization of the integratedschemeallows to achieve the
sameexpectednetwork blocking probability obtainedby
utilizing only servicemigration (the plots for the service
migrationschemeandthe integratedservicemigrationand

GMPLS pathrestorationschemeoverlapin Fig. 4(a)) but
it reduceghe needfor servicesynchronizatiorandrestart
requiredby servicemigration.

In Fig. 5 and Fig. 6 the comparisonof the integrated
schemeperformanceagainstthe path restorationscheme
(i.e.,1 = d) performances shavn in function of several
integratedschemeparameters.

Fig.5(a)shavsthat,if thebandwidthrequiredby service
migration increasesj.e. if  increasesthe performance
of the integratedschemedegrade. Moreover, while R (s
doesnot affect, in the consideredscenario,the expected
restorationblocking probability, a low value of R; causes
theexpectedestoratiorblockingprobabilityto increaseln
additionFig. 5(a) and Fig. 5(b) shavs that, aslong asthe
servicesareallowed to migrateto ary network node,only
one allowed migration locationis sufcient for achieving
boththe optimalexpectechetwork blockingprobabilityand
the optimalreplicautilization ratio. Indeedallowing all the
nodesbut the sourcenodes to be utilized for servicemi-
gration for ary servicepair (s;d), i.e. RS® = 15, does
notimprove Ef Pryg (seeFig. 5(a)) anddecreasethe ef -
cieng in utilizing allowedreplicalocations Ef | g (seethe

ve overlappingplotsfor RSY = 15in Fig. 5(b).

Fig. 6(a)shavsthattheexpectedpathrestoratiorutiliza-
tion is negligibly affectedby RS andR,; while it heavily
dependson the valueof . In particularFig. 6(a) shavs
the pathrestoratioris moreutilized whena high fraction of
bandwidthis requiredby servicemigration(Ef g> 60%
for 5c 0:6if either = 1:0or = 0:5).

Fig. 6(b) shows that highestexpectedconnectionroute
lengthis reachedwhenonly pathrestorationis utilized as
fault tolerantscheme.This is alsoin accordancevith the
higherexpectednetwork blocking probability achieszed by
pathrestoratioralonewith respecto theintegratedscheme
(seeFig. 5(a)): the longer are the restorationpathsthe
higher is their likelihood to be blocked. In addition if
the fractionof bandwidthrequiredby servicemigrationin-
creaseslsothe expectedconnectiorroutelengthincreases
dueto the factthat morelinks mustbe utilized to success-
fully routeaconnection.

5 Summary

In this work the ef ciency of a new approactto design
resilienceschemedor grid computingapplicationsoperat-
ing in aWide AreaNetwork hasbeeninvestigatedSpeci -
cally theproposedschemeconsistof theintegrationof ap-
plication/middlevare layer resilient schemesj.e. service
migration, and of GMPLS layer (i.e., layer 2/3) resilient
schemesij.e. pathrestoration. A mathematicaprogram-
ming modelhasbeendevelopedfor evaluatingthe perfor
manceof the integratedfault tolerantschemeunderthe as-
sumptionof singlelink failurein agrid computingnetwork
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infrastructure.

Numericalresultsshavedthatthe integrationof service
migrationandpathrestoratiorallowsto engineefaulttoler-
ant schemeghat for medium-highthroughputincreasethe
numberof recoveredinter-serviceconnectionsfterasingle
network link failure anddecreas¢he needfor servicesyn-
chronizationand restart. However the integratedscheme
performancealependon the network throughputandon ser
vice migrationparameterssuchasthe numberof locations
allowedfor servicemigrationandthe amountof bandwidth
necessarjor servicemigration.
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Figure 5. Integrated scheme expected restoration blocking probability and replica utilization ratio in
function of network achievable throughput.
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Figure 6. Integrated scheme expected path restoration utilization and expected connection route
length in function of network achievable throughput.



