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Abstract sor feeds from cameras, indoor positioning systems, smart

The use of high bit-rate multimedia sensors in networked lbadg_esetc, p(;ocesse_s thers]e fee”ds to ddeter_mmg ||]:1d|V|dgals
applications poses a number of scalability challenges. In ocations, and organizes the collected position information

this paper, we present hoWRISNET, a software infrastruc- to ansv;er us?r quenes (W':g app?‘prlate attention fto gn- .
ture for authoring wide-area sensor-enriched services, sup- vacy). Several services could use the same sensor feeds si-

ports scalable data collection from such sensors by greatly multaneously. For example, a Parking Space Finder service,

reducing the bandwidth demands. The architecture makesWhiCh locates available parking spaces near a user’s desti-

a number of novel contributions. First, it enables the use Eauon, maz usea SuleE,t of thekc_:arr}eras l_Jseddby thz Person
of application-specific filtering of sensor feeds near their ocator—those overlooking parking lots—in order to deter-

sources and provides interfaces that simplify the program- mine parking space availabili'_[y. Authors of these_ se_rvices
ming and manipulation of these widely distributed filters. cou_ld benefit from a_software infrastructure that aids in QO.I'
Second, its sensor feed processing API, when used by muIl-eCtlng an.d Processing sensor feeds, as vyell as organizing
tiple different services running on the same machine, auto- '€ résulting data and handling user queries. Our system,

matically and transparently detects repeated computations ?\}alledl Rk'SNhET ((jI| ntetr)nert;src];alé%esouozcelr'lfenglveﬁer;sor
among the services and eliminates as much of the redun- eiwor ), kan esf tﬁttj[ fs'elz ne;:fs;zlz ETI Is the w(sjtd
dancy as possible within the soft real-time constraints of the SYS'€™M We know ot that 1s tailored for developing and de-

services. Third|RISNET distinguishes between trusted and ploying new sensor-enriched Intemet services on a shared

untrusted services, and provides mechanisms to hide SensiLnfrastructure of rich sensors. In this paper, we describe

tive sensor data from untrusted services. Using implemen-I R'SNE.TS apprqach to smpyln‘ymg the task of sensor data
tations of a number of real world sensor-enriched services colléction. Details of RISNET'S support for query process-

on IRISNET, we present an evaluation of the benefits of our "9 ¢a" be Tound in [10, 1,2’ 20].
distributed filtering architecture. IRISNET's data collection component must address the

following requirements:

1 Introduction e Use of rich, shared data sourceslRISNET must en-
able an infrastructure where such sensors can be shared

The availability and cost of multimedia sensor hardware, . . :
by a number of simultaneously operating services.

such as cameras and microphones, has improved dramat- - )
ically over the past several years. In fact, such sensors ©® Scalability up to Internet size. IRISNET must scaleto_
are now regularly incorporated into existing devices such support a large number of simultaneous users, services
as PCs, laptops and cell phones. While the state of sen-  and sensors. In addition, it must accqmmodate a wide
sor hardware has progressed rapidly, the software needed  heterogeneity in the type and ownership of the sensors.
to make a collection of these devices useful and accessible ~ Despite this scaling, developers should be able to use
to applications is still sorely lacking. This lack of a suitable this Internet-scale sensor collection as a seamless plat-
standardized infrastructure of hardware and software makes ~ form on which they can deploy services.
authoring and deploying sensor-enriched services an oner- e Efficient use of bandwidth. IRISNET must support
ous task, as each service author needs to address all aspects sensors that may be connected to the Internet via low-
of data collection, sensor feed processing, sensing device  bandwidth wireless links. Even those that have better
deploymentetc connectivity may not be able to support the transfer
An example of a sensor-enriched application we would of multimedia streams for many concurrently running
like to enable is a Person Locator service that takes sen- services.



Parking Space Finder

IRISNET addresses these challenges through the use Person Finder

application-specific filteringf sensor feeds at the source gA Grou,i g CAcvw
In IRISNET, each service processes its desired sensor fee Il @ Internet Ml @
on the CPU of the sensor nodes where the data are ge University : = my

ered. This distributed filtering dramatically reduces th B D°:""‘°(”“w._,....-,.- /A PN
bandwidth consumed: instead of transferring the raw da N /N

across the networkRISNET sends only a potentially small N
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IRISNET prototype has shown that many applications re Sensing Agemi é fJ \ ;J =

quire less than a hundred bytes per second of communi Sensing Agent

tion after pOSt pI’OCGSSing. Sensing Agent Sensing Agent Sensing Agent
While it solves some problems, this filtering approac
creates a new challenge: many services may have inter Figure 1. IRISNET Architecture

in the same sensor feeds and their associated sensor 1

processing may place excessive demands on the Compuuﬁervice. As a result, each OA participates in only one sensor
tion resources of the sensor node. To reduce the computaservice (a single physical machine may run multiple OAs),
tion demands of this approach, we take advantage of the obWhile an SA may provide its sensor feeds and processing
servation that sensor feed processing is a relatively narrowcapabilities to a large number of such services.

domain and, as a result, many services require similar pro- ]

cessing of the sensor feetkiSNET includes a mechanism 2.1  OA Architecture

for sharing resultbetweersensing services running on the The group of OAs for a single service is responsible for
same node. Our results show that this approach makes comco|lecting and organizing sensor data in order to answer
putation demand scale sub-linearly with the number of ap- the particular class of queries relevant to the servicg. (
plications €.g, in one representative scenario, eight simul- queries about parking spaces for a Parking Space Finder
taneous applications sharing a sensor node result in 0”'Yservice). In our deployments, an OA is typically a well pro-
twice the computation load of running one of the applica- visioned PC with a fast connection to the Internet. Each
tions in isolation). OA has a local database for storing sensor-derived data;
Finally, while this basic design solves the scalability these local databases combine to constitute an overall sen-
challenges of sensor data collection, its provisions for easysor database for the service. One of the key challenges is to
access to sensor data raises a number of privacy concerngjivide the responsibility for maintaining this Internet-scale
To partlally mltlgate this prObleml,RlSN ET diStingUiSheS sensor database among the participating QASSNET re-
between trusted and untrusted services on each node, witljes on a hierarchically organized database schema (using
differing privileges for running code and accessing sensorxmL) and on corresponding hierarchical partitions of the
data on the node. overall database, in order to define the responsibility of any
The rest of the paper is organized as follows. Section 2 particular OA. Users can use XPath [7], a standard XML
briefly describes the architecture tRISNET. Section 3 query language, to query the sensor database. The design
provides a description of the programming environment of of the OAs poses a number of challenges including dis-
distributed filtering inIRISNET. We describe howRIis- tributed query processing, caching, data consistency, data
NET addresses scalability and privacy challenges in Sec-pjacement, replication and fault toleranet¢c The details

tion 4 and Section 5, respectively. Section 6 presents theof how IRISNET addresses these challenges can be found
evaluation of our design and implementation. We describejn [10, 12, 20].

related work in Section 7 and conclude in Section 8.
2.2 SA Architecture

2 ThelRISNET Architecture SAs collect raw sensor data from a number of sensors.
In this section, we describe the basic two-tier architec- The types of sensors can range from webcams and micro-
ture of IRISNET (Figure 1), its benefits, and some of the phones to temperature and pressure gauges. The focus of
challenges it creates. We also examine how a service develour design is on sensors such as webcams that produce large
oper can build services using this infrastructure. The two volumes of data, and can be used by a variety of services.
tiers of thelRISNET system are the Sensing Agents (SAs), In our deployments, an SA is typically a laptop with one or
which collect and filter sensor readings, and the Organizing more such sensors and either a wireless or wired connection
Agents (OAs), which perform query processing tasks on theto the Internet.
sensor readings. Service developers deploy sensor-enriched One key challenge is that transferring large volumes of
services by orchestrating a group of OAs dedicated to thedata to the OAs can easily exhaust the resources of the net-



work. IRISNET relies on sophisticated processing and fil- FomoA A :;’;‘;gf;mmy:..m. i~
tering of the sensor feeds at the SAs to reduce the band- Tooa | </Parking>

width requirements. To greatly enhance the opportuni-

ties for bandwidth reduction, this processing is done in a Ve ShartdMepoy focts
service-specifitashion. IRISNET enables service authors 8 LsB |2 b‘ | p 3 e
to upload programs, callesknseletsthat perform this pro- = § g g FE g S E
cessing. Authors upload senselets to any SA collecting sen- < ‘*\ .

sor data of interest to the service. These senselets instruct é 82 § 5., és g ég

the SA to take the raw sensor feed, perform a specified set g & § g3 _§§§ £8

of processing steps, and send the distilled information to the 6 e ‘ S—
OA. Senselets can reduce the required bandwidth by orders S———— SA Host

Webcam

of magnitudeg.g.,the senselets used by the Parking Space
Finder service reduce the high volume video feed to a few
bytes of available parking space data per time period.
Many sensors can be actuated by software via a control
interface. This actuation can initiate, stop, or configure the
data collection. Examples of such sensors include a cam- s section describes the basic execution environment
era whose viewing angle and focus point can be controlled o 5n SA inIrRISNET (Figure 2).
with software commands, a robot that can be instructed to
approach an object and take pictures o&tt: In addition
to filtering sensor data, senselets interface with an SA's ac-
tuator interfaces to configure and control data collection. Each senselet runs as a separate process, collects sensor
The use of senselets raises three new questions: (1) Whadlata from the SAs, filters them, and finally sends the filtered
programming environment do@®ISNET provide for the  information to the OAs. Senselets can be any executable
senselets?, (2) How doésISNET enable scaling to alarge  code and are typically written using standard C and C++
number of senselets running on the same SA?, and (3) Howprogramming languages.
doeslRISNET protect sensor data from untrusted senselets?  |r|sNET provides a set of senselet manipulation APIs by
We address these three questions in Section 3, Section 4yhich service authors can interact with SAs to upload, start,

Figure 2. Execution Environment in SA

3 The SA Execution Environment

3.1 Controlling Senselets

and Section 5, respectively. and control senselets. In the simplest case, service authors
. L can use these APIs to interact with a single specified SA.
2.3 Authoring a Service in IrisNet To facilitate manipulating multiple senselets in batiehs-

To author a sensor-enriched servicelemsNET, a ser- NET interfaces these APIs with its query processing feature
vice author first creates the sensor database schema that déuch that a service author can call the APIs with a selection
fines the attributes, tags and hierarchies used to describe anguery that selects the intended subset of SAg,(all SAs
organize sensor readings. She then writes senselet code fdn Pittsburgh). This greatly simplifies the task of managing
the SAs with sensor coverage relevant to the desired senso@ widely deployed service.
service. This senselet code converts raw sensor feeds into
updates on the database defined by the schema. Finally, shg.2 Programming Interfaces
provides a user interface for end users to access the service, _ )
which converts user requests into XPath queries. These sim- While a senselet can be an arbitrary executable, there are
ple steps highlight howrISNET makes it easy to create and @ number of_ important programming interfaces that it must
deploy new servicesIRISNET seamlessly handles many US€: These interfaces provide support for a senselet’s access
of the common tasks within sensor-enriched services, sucH© the sensors/actuators, its filtering of the collected sensor
as data collection, query processing, networking, caching,data and its scheduling for CPU resources.
load balancing, fault tolerance, and resource sharing. Sensor AccesslRISNET exposes the sensors and actuators

A number of IRISNET-based services are being devel- through well defined interfaces so that senselets can interact
oped and deployed HRISNET researchers and others. The with them. For example, the SA places all readings from a
services include the aforementioned Parking Space Findesensor into a shared memory segment associated with that
Service, an Ocean Monitoring Service that uses cameras desensot. Senselets gain access to the sensor feed by map-
ployed along the Oregon coastline to monitor useful near- ping the shared memory segment into its address space.
shore oceanographic evengsg, rip tides and sand-bar for-

mation),etc’ Details of these services can be found in [12]. NET and software sensors.g.,/proc ) to monitor the network and the
host machines of a large infrastructure.

1we have also implemented a service named IrisLog [4] thatlwses 2|RISNET also supports an HTTP based interface compliant with [23].




Video Sensor Feed

This interface is especially suitable for high bandwidth sen-
sor feeds€.g, video) since it minimizes data copying. The ‘ Time: 10‘ ‘ Time: 11‘ ‘ Time: 12‘
shared memory segment keeps a sliding window of sensor i i
data, annotated with relevant metadatay( timestamps), | N ||
so that senselets can randomly access them for further pro-

cessing. This well defined interface also hides from the Find Contour
senselets the details and heterogeneity of the drivers by |(b)

which SA hosts interact with the sensors.

. . . . . D F
Filtering Libraries. IRISNET also provides sensor feed Detect Car elect Face
processing libraries with well-known APIs to be used by

i Reduce Noise
@

the senselets. For example, senselets can perform im- Senselet 1 Output )
age processing tasks on video data by usingraBNET- Video Frame Y Recognize Face
customized version of the OpenCV library [3]. We expect Intermediate

T Reaut [ ]

typical senselets to be sequences and compositions of these
well-known library calls, such that the bulk of the compu- ~ — = Processing

tation conducted by a senselet occurs inside the processing

libraries. The computation outside the libraries largely im- ~ Figure 3. Cross senselet sharing between
plements service-specific intelligence. For example, while ~ Parking Space Finder and Person Locator.
the OpenCYV library performs high-level tasks such as edge,

object and face detection, the senselet must decide whic
objects to transmit to the OAs and possibly how to recon-
figure data collection when objects are detected. Sense
lets may also include code to react to external eveats,(
the Parking Space Finder senselet may start archiving vide
feed when a security alarm is raised).

Senselet 2 Output

rEenselets working on the same sensor feed or video stream.
If multiple senselets perform very similar jobs.g.,track-

ing different objects)mostof their processing would over-
lap [13]. For example, many image processing algorithms
%or object detection and tracking use background subtrac-
tion. Multiple senselets using such algorithms need to con-
CPU Scheduling. A typical senselet is written so as to  tinuously maintain a statistical model of tlsameback-

to achievesoft real time behavior. A senselet uses peri- ground [11]. This illustrates a large degree of shared com-
odic deadlines for completing computations, but associatesputation across services we are currently considering. Be-
a slack time or tolerance for delay, with these deadlines. cause most of a senselet’s time is spent within the sensor
A senselet periodically reads a sensor feed, processes itfeed processing APIs, using this simple mechanism to op-
sends output information to an OA, and sleeps until the nexttimize these APIs will reduce computation and storage re-
deadline. Senselets dynamically adapt their sleep times unquirements significantly. In this section, we describe our

der varying CPU load to target finishing their next round of design for supporting shared filtering across multiple sense-
processing within the window defined by the next deadline, |ets.

plus-or-minus the slack time. Note that the slack time al-

lows the senselets to make only an approximate guess of its4_1 Cross-Senselet Sharing

sleeping time between two deadlines. While we use stan-

dard UNIX schedulingi(e., not a real-time scheduler) on We abstract the sharing among senselets by using the
the SAs, this typical behavior provides a simple way for concept of acomputation DAG Consider the two sense-
senselets to yield computation and provides a metric bylets whose data flow graphs (that show the sequence of sen-
which we can evaluate the behavior of an SA schedule (howsor feed updates, computations and intermediate results) are

often thedeadline + slack is violated). shown in Figure 3. The figure shows the complete computa-
tion DAG for the video frame at time 12, and portions of the
4 Scalable Filtering DAGs for the previous frames. Note the bifurcation at time

12, step (b) between senselets 1 and 2; their first two im-
In this section, we discuss how an SA can support a largeage processing steps, “Reduce Noise” and “Find Contour,”
number of computationally intensive senselets. This is es-are identical, and computed over the same raw input video
pecially critical as we expect some sensor feeds to be muchrame. More formally, a sequence of operations on a set of
more popular than others. raw sensor data feedd’} can be represented as a directed
We exploit the following observation to achieve scalabil- acyclic graph (DAG), where the nodes with zero in-degree
ity. In general, we expect sensor feed processing primitivesare in{V'}, the remainder of the nodes represent intermedi-
(e.g. on video streams, color-to-gray conversion, noise re- ate results, and the edges are the operations on intermediate
duction, edge detectiomtc) to be reused heavily across results. If multiple senselets use the same sensor data feed



set{V}, their corresponding DAGs can be merged into a  IRISNET evicts intermediate results from shared mem-
single DAG referred to as theomputation DAGFigure 3 ory whenitis full. The replacement policy for shared mem-
shows such a computation DAG where two scripts are pro-ory is to evict the item with the oldest timestamp. If mul-
cessing the same sensor data with timestamp 12. tiple such results exist the one generated most recently is

We wish to enable senselets like the pair shown in Fig- selected. The intuition here is that old results are relatively
ure 3 to cooperate with one another. In the figure, one senseless likely to be used by other senselets, and within the same
let could share its intermediate results (marked as (a) andcomputation DAG, the ones generated more recently (far-
(b)) with the other, and, thus, eliminate the computation and ther down in the computation DAG) are less likely to be
storage of redundant results by the otH@iSNET uses the ~ common across senselets.
names of sensor feed processing API calls to identify com-
monality in execution, rather than attempting to determine 4.3 TStore: Indexing Intermediate Results
commonality acrosanyarbitrary piece of C code.

Two mechanisms are required for sharing intermediate
results between senselets: a_data store tht is shared bey ;s astuples in a Tuple Store(TStore), which is it-
tween ;eparate senselets (which run as (_jlstlnct Processeslyir in a shared memory region mapped into all sense-
and an index whereby senselets can publlsh results oflnter1ets, address spaces. Tuples are of the fdmame,
est to other sense_zlets, and learn of_ones_ of interest t_o themfimestamp, result) , wherename is a unique name
selves. We describe these mechanisms in the following twog . +ha result computed from a sensor feed with times-
subsections. tamptimestamp . Theresult may contain a value

(if the intermediate result is a scalar) or point to a
4.2 Shared Buffering of Intermediate Results shared memory address where that intermediate result is
stored; recall that shared memory pointer values are valid

In IRISNET, intermediate results generated by the Sense-gcross all senselets. Conceptua"y, TStore is a black
lets are kept in shared memory regions so that all senseletgox with two operations:Insert(tuple) . which in-
can use them Th|S technique iS quite Similar in Spll’lt to serts a tup|e into TStore' a”_cbokup(tup'e_name’
the memoization done by optimizing compilers, where the time-spec) , which finds tuples with the specified tuple-
result of an eXpenSive Computation is stored in memory for name and time_spec (timestamp and S|ack) in the TStore.
later re-use, without repetition of the same computation.  The slack in the time-spec allows a senselet to take advan-

The SA allocates each newly started senselet a sharedage of its tolerance for accepting any of number of close
memory region. A senselet has read/write access to memitogether sensor readingsookup returns a result as long
ory allocated from its own shared memory pool, but read- as the appropriate computed value exists for any of the sen-
only access to memory allocated in other senselets’ sharegor readings in timestamp slack.
memory pools. This allocation strategy prevents one sense- The names of intermediate resuli®(, the name fields
let from overwriting intermediate results generated by other of tuples) must be consistent across senselets, uniquely de-
senselets. Figure 2 shows that the Parking Finder sensescribe results, and be easily computable. Note that a tuple
let can read and write the memory allocated from its own within TStore represents the result of applying a series of
shared memory pool, but can only read from other sharedAPI function calls to some particular sensor feed. We name
memories. a tuple using itdineage which is an encoding of the path

To generate intermediate results in the shared memoryfrom the original sensor feed to the result in the computation
we replace standard dynamic memory allocation calls in the DAG. The encoding should preserve the order of the non-
sensor feed processing libraries with shared memory allo-commutative function calld.RISNET names the intermedi-
cation calls (based on [5]) that allocate memory from the ate result produced by a function by hashing the concate-
calling senselet’'s own shared memory pool. Note that in- nation of the names of the function and its operands. For
termediate results are not self-contained — they may oftenexample, the name of the tuple marked (b) in Figure 3 is the
contain pointers to other objects which may, in turn, con- hash of the function namiéind Contour , concatenated
tain additional pointers. Fortunately, pointers within the with the name of the tuple marked (a), concatenated with
shared memory regions are valid for all senselet processeshe names of other operandsitimd Contour . Note that
since they map each others’ shared memory regions at idenT Store may contain multiple tuples with the same name, but
tical addresses. This equivalence of pointers across addresthey will have different timestamps.
spaces is also essential for indexing the shared memory, as We implement TStore as a hash table keyed on tuple
will be discussed in the next section. Each intermediate re-name fields. Within a hash chain, tuples are kept sorted
sultis marked with the timestamp of the original sensor feed in decreasing order of their timestamps which improves the
(e.g., video frame) from which it is generated. performance of.ookup andinsert operations. Tuples

Senselets use an index in order to publish and find
intermediate results. IRISNET indexes intermediate re-



are evicted from TStore when the corresponding interme-shared memories for the two senselet classes; intermediate

diate results are evicted from the shared memory, or whenresult sharing is done as before, but only among senselets in

TStore itself exhausts storage for new tuples. The TStorethesameclass.

tuple replacement policy for selecting a victim tuple is sim-  One challenge in this design is that if such a privacy fil-

ilar to that for intermediate results in the shared memory. ter and untrusted senselets are free-running, the resulting
naive CPU allocation may be inefficient. For example, if

4.4 APIs to Enable Sharing when sharing the CPU equally, the privacy filter produces

. . . 10 frames per second of video and an untrusted senselet

The sharing of the intermediate results through TStore processes 5 frames per second of video, the privacy filter

are completely hidden from the senselet authors. The SharWastes half the CPU it consumes. These cycles might in-

ing is automatically enabled if the authors use the sensor, ;
feed processing library provided bRisNET. The APIs of stead have been used by the untrusted senselets to increase

o . . . . their output frame rates. However, carefully coordinatin
this library are built from the APIs of widely used libraries b y 9

with the addition of a simple wrapper that enables sharing. the demands of the different senselets can be difficult. For

. example, supporting two senselets each requiring 5 frames
The wrapper uses TStore by preceding calls to the senso . . . .
L . . . r nd may result in the privi filter generating any-
data processing libraries wittookup calls for tuples with rpe second may resuilt in the privacy filter generating any

names for the appropriate function and data source, and théNhere between 5 to 10 frames per second depending on how
. . pprop . S tleverly the demands are processed, as described next.

desired time-spec. If TStore contains a matching interme- T it scheduling that maximizes th tout fram

diate result previously computed by another senselet within 0 support scheduling that ma es the output frame

the appropriate time rangepokup returns the requested :ﬁte of :c[he untru;telql s_entselets (tthE:j useif(utl)work _done fﬁy
intermediate result from shared memory. Otherwise, the e system), and eliminates wasted work by a privacy fil-

senselet calls the actual sensor data processing library funcﬁ{éii{ﬁ? Etie'nCr?trrpZ::gezgfsvgg?gtr%zen’:eaeg t?‘ﬁeprnt\'/ri(gg-
tion and stores the result in TStore usingert ! untru j privacy fi !

Because the wrapped APIs have very simiar nterfaces U0° SPFL T IO RO B T ks
as the original APIs, itis relatively easy for a senselet author y

to modify his code to use tH&ISNET-provided library and ;?;r;ga? esa:J;?y?nAr;thg::jjgf tf;g:grent re\glf:ti E(;:IaVrI]daec(:)-
enable sharing. However, this sharing is optional, and a y sp 9 P

senselet can always compute its own results by passing th%ﬁaat;dr:]ter;t;ﬁvesl ft?]i r;i\évﬁ Sf:aurzgdisfr:\gﬁa?gigeeCseenrfst:g?
value of—1 for thetime-spec  parameter, that forces the P- '

APIs to compute a result from the original sensor data, eventrles to retnevg the newest unused frame that is more re-
; . . . cent than the timestamp. However, if no frames are more
if the same result is available in the TStore. .
recent than that timestamp, the untrusted senselet sets the
. o o used bit on the newest frame and cedes the CPU until a
5 Privacy of Distributed Filtering sufficiently new anonymized frame is produced by the pri-
vacy filter. This preference for retrieving previously used

Providing easy access to live video and other sensorf q th e f " ted by th
feeds raises a number of obvious privacy concerns. Ensur- rames reduces the aggregate frame rate requested by the

ing, with full generality, that a sensor feednnotbe used set of untrusted senselets by increasing sharing of frames,

to compromise the privacy of any individual is out-of-scope W'th'.r: thetlrr] framegreshfness c%nfstramts.. T_Pe prgva;:)éﬂ#er
for our work onIRISNET. Nevertheless, we believe that 'oN'ors the NUMDET Of UNUSEd frames n 1S output butier.

IRISNET must provide a framework for helping to limit the It only generates a new frame when there aceunused

ability of senselets to misuse video streams for unauthorizedframes in the output buffer. In this way, we can ensure that

: the privacy filter produces frames at a rate no greater than

surveillance.
Towards this goal, we divide the senselets into two the rate the fastest senselet consumes them.

classesrustedanduntrusted Senselet authors cryptograph-
ically sign senselets, and SAs classify them into one of theseg Experimental Results
two categories according to the (verified) identity of the au-
thor. While trusted senselets are given access to the raw sen- We present a performance evaluation of tResNET's
sor feeds, untrusted senselets can only access sensor fee®#\ architecture that seeks to answer the following three
that have been pre-processed. This pre-processing attemptguestions: 1) What are the performance gains in intelli-
to remove any data that affects the privacy of an individual. gently filtering at the SAws. performing the work at the
For example, we have implemented a face detector to iden-OAs, (Section 6.2)? 2) What is the cost or gain of cross-
tify human faces in an image, and replaces them with blacksenselet sharing (Section 6.3)?, and 3) What are the over-
rectangles. Identifying people in such anonymized imagesheads of providing privacy through a privacy filter (Sec-
is significantly more difficult. Finally, there are separate tion 6.4)?
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6.1 Experimental Setup —

In our experiments, we run SAs on 1.2 GHz and OAs
on 2.0 GHz Pentium IV PCs, all with 512 MB RAM. All
the machines run Redhat 7.3 Linux with kernel 2.4.18. Un-
less otherwise specified, we use the Parking Space Finder
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(PSF) service described in Section 1. Each SA samples the 30 .

webcam feed 10 times per second, to support services that . //

require up to that frame rate, and writes frames into a shared a o s ¥ < s ¥
buffer sized to hold 50 frames. Note, however, that senselets & & § §
may elect to sample frames at a lower rate. For example, the Filtering in SAs Filtering in OAs

PSF senselet we examine reads one frame per second.

Figure 4. Breakdown of the time spent extract-

6.2 Processing Webcam Feeds |9 ) :
. i ) ing information from video frames and updat-
In our first set of experiments, we show the effectiveness ing the database for SA vs. OA filtering.

of filtering sensor feeds in the SAs. We compare two sce-
narios. In the first scenario, filtering is done in the SAs

with senselets. In the second scenario, filtering is done” rpaqe reguits suggest that filtering in the SAs is far more
in the OAs — SAs send compressed video frames to thescalable than filtering in the OAs, particularly when cross-

OAs, which then decode the frames, process them with thesenselet sharing is used, because the network overhead is

senselet code, and update their local databases. We usgqnificantly reduced and the computational overhead is dis-

the FAME [1] library for encoding the video frames int0  yjhteq among the SAs (which are expected to outnumber
MPEG-4 in the SAs, and tieMPEC[6] library for decod- o o, as multiple SAs may report to the same OA).
ing the frames in the OAs. We assume that the SAs are in

the same local area network as the OAs and the OA databas€.3 Effectiveness of Sharing Among Services

is updated once per second. In this section, we evaluate the overhead introduced by
As mentioned in Section 2.2, filtering in the SAs signif- wrapping the OpenCV image processing APIs in TStore

icantly reduces the required bandwidth between SAs andcalls, and the performance gains we achieve from sharing

OAs. In our experimental setup, even a compressed videoacross senselets.

frame took tens of kilobytes, whereas senslets encoded the

required information in several bytes. This not so surprising 6.3.1 Experiment Parameters

result shows one major advantage of our distributed filtering Our evaluation of sharing has three critical parameters:

architecture. workload, shared memory size and execution slack. We de-
Figure 4 shows the breakdown of the time spent on the scribe each below.

various stages of extracting information from a video frame Workload. In order to evaluate the effectiveness of sharing,

and updating the database under the scenarios of filtering inve create an SA workload based on four different image

SAs and OAs, respectively. Here, we measure the execuprocessing senselets we have developed. For example, the

tion time required to run one senselet on the SA(1) ), PSF service uses the senselet PSF2 below. These senselets

8 senselets on the SABA(8) , the scenario is described perform image processing tasks.d, detecting an empty

in the next section), and one senselet on the OA. Not only parking spot, detecting motioefc), and constitute a real-

does filtering in the SAs save network bandwidth; it also istic synthetic workload for SAs. The four senselets and the

parallelizes sensor feed processing across SAs, rather thagequences of major image processing operations they per-

concentrating processing in the OAs. The graph shows thatform are as follows:

an OA takes the same amount of time to process a video e Parking Space Finder 1 (PSF1): Get current frameRe-

frame as an SA, but intuitively, aggregation of feeds from duce noise— Convert to gray— Find contour— Compare

many SAs in an OA can easily overwhelm the computa- contours— - - -

tional capability of even the fastest processor. This poor ® Parking Space Finder 2 (PSF2): Current frameReduce

scaling is exacerbated when multiple OAs run on the same Egi(;slf r_c;u(rigi"e” to gray— Get image parts~> Subtract

physlcal mach!ne. The graph also reveals that while filter- . Moti(?n Detector (MD):{Current frame— Reduce noise-

ing in the SAs incurs a high load on SA hosts, even a mod-

. . Gray, 1 second old frame> Reduce noise~ Gray} — Sub-
erate sharing across the senselets reduces the per-service tract images— - - -

computational load significantly. For example, the second o person Locator (PL): Current frame> Reduce noise—
bar in the graph shows that enabling result sharing across  Gray— Find Contour— Get image parts- Subtract back-

8 concurrently running senselets significantly reduces the ground—s - - -

per-service costs.



Operation | Time (ms) | of performing the operations on a lightly loaded SA on 20

cvCvtColor() 1.78 different640 x 480 24-bit images. A typical OpenCV func-
cvAbsDiff() 2.85 tion takes 1-5 ms, whereas the overhead we introduce by
cvFindContour() 4.95 wrapping them is around 0.02 ms, less thé&hof the time
Lookup() + Insert() 0.02 taken by the original function in most of the cases. As we
show later in this section, we make significant gains for this

Figure 5. Average time required by different small cost.

operations.
6.3.3 The Effect of Sharing on CPU Load

We average all measurements in this section over twentyFigures 6(a) shows that cross-senselet sharing significantly
30-minute executions. We report the results of four sets of reduces the CPU load on SAs. In accordance with intuition,
experiments below. The combinations of senselets in eactfhe gain from sharing increases as the number of sense-

set, and their deadline intervals in seconds are as follows: |ets increases, and more redundant computation is saved
[E1] 2 senselets{PSFL, 1 sek+ {MD, 1 sed by result reuse. The graphs also show itteal CPU load

[E2] 4 senselets: E1 PSF2, 1 sep+ {PL, 1 sed for the same _set of senselets, where t_he ideal load is com-
[E3] 6 senselets: E2 §PSF1, 2 seds+ {MD, 2 sec$ puted. assuming that no two tuples with the.§ame Imt_aage
[E4] 8 senselets: E3 §PSF2, 2 seds+ {PL, 2 sec} and timestamp are ever generate_d. In addition, the ideal
. . ) case assumes that every senselet is scheduled to execute ex-
Shared Memory Size. The optimal size of shared mem-  4ctly periodically {.e., it ignores CPU scheduling conflicts).
ory needed to achieve the maximum sharing depends onyowever, inlRISNET, a result computed by one senselet
a senselet’'s sensor feed access pattern, execution patteray be evicted from the fixed-size TStore and shared mem-
(deadline and slack values), and intermediate result gen-ory before it is needed by another senselet, and thus must
eration rate. For a small shared memory, arrival of a new pe computed again. Also, if a senselet working on the cur-
intermediate result may force the discarding of an old in- rent frame misses its deadline and is scheduled later, it may
termediate result, before that prior result has been used byot find a tuple fresh enough to use, even though it could
other senselets. In these cases, the prior result will be re4ave used the tuple if scheduled within the deadline. The
computed redundantly. Let us assume that arolyfid(k likelihood of these occurrences increases with the number
is a constant in each run — but is varied between experi-of concurrent senselets, as at higher CPU loads, senselets
ments) of the intermediate results generated by one Senserequiring the same tuple may be scheduled to execute far
let will eventually be used by some other senselet. In the apart in time from each other. This argument explains why
case where most senselets use input from the same sefpe |oad with sharing inRISNET is higher than the ideal
sor data feed, we estimate that a senselet should allocatgyad, and why the gap between the two curves grows with
(Periodnax/Periodenseler< Sizqr)/k bytes of shared  the number of concurrent senselets.
memory, where Perigflax is the maximum of the periods We note that the performance gap between sharing and
of all the concurrent senselets, Pedgfse|edS the Per-  the ideal case can be reduced by using greater slack val-
iteration running time of the senselet under consideration, ,es on senselet deadlines or larger shared memory buffers.
and SizgR is the size of the intermediate results the senselet,:igure 6(a) shows that the CPU utilization under result shar-
generates in each execution round for other scripts to sharejng approaches the ideal CPU utilization as the slack value
Unless otherwise specified, we use- 2 which means that  jncreases. Greater tolerance of older results increases the
the allocated shared memory has a size half the maximumyjkelihood of finding an intermediate result with a times-
total required by all the concurrent senselets. tamp falling in the desired window. The effectiveness of
Slack. As mentioned before, the senselets have soft realsharing can be further increased by increasing the size of
time behavior; they process data periodically, and the dead-the shared memory. We omit the supporting results here for
lines have small slack periods. This slack in execution time lack of space (see [21] for details).
is the same slack that is used in retrieving results from the
TStore. In this evaluation, slack is defined as a percentages 3 4 The Effect of Sharing on Missed Deadlines
of a senselet's execution interval. We vary this slack be- s described in Section 3.2, senselets exhibit soft real time
tween experiments. behavior by dynamically adjusting the length of the pe-
riod they sleep between two successive rounds of process-
6.3.2 Overhead of Wrapping APls ing. However, because the SAs do not run under a real-
Figure 5 shows the execution times for a few typical func- time OS, scheduling of SAs may become unpredictable at
tions in the OpenCV API and the overhead of wrapping high CPU loads and senselets miss more deadlines. Fig-
them. The numbers reported in the figure are the averagesires 6(b) and 6(c) show how the number of missed dead-
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Figure 6. Plots showing the effect of sharing.

lines increases with the number of concurrent senselets. 05

Without sharing, the SA host becomes overloaded quickly Ggat L] Naive Scheduler
. . = Il Flow Controlled
and senselets miss more and more deadlines. Cross-sensele 5

sharing significantly reduces missed deadlines by shedding § 0.3
302

redundant CPU load and re-using tuples computed previ-
ously to meet deadlines. As before, the number of missed g
deadlines can be reduced by using longer slack times (Fig- oL [I [l
ure 6(b)) and larger shared memories (Figure 6(c)).

Face Removal Parking 1 Parking 2 Parking 3
Filter
6.4 Overhead of Privacy Protection Figure 7. Effect of flow control on senselet

processing rates.

To _evalpate the potential _ overh_ead of a privacy- 7 Related Work
protecting filter, we construct a filter using the OpenCV face
detector. The filter detects all human faces in a video frame  In this section, we explore related efforts in the follow-
and replaces them with a black rectangle. We measure théng areas: video surveillance, active networks, and sensor
effects on three different untrusted senselets, each requiringietworks. Note that while each of these related efforts ad-
different amounts of processing time per frame. We mod- dresses a subset of the issues in creating sensor services,
ify the PSF2 senselet into three different senselets (Parkingonly IRISNET provides a complete solution for enabling
1, Parking 2, and Parking 3) that differ in the frequency of such applications.

camera calibration, a desirable fUnCtionality when the cam- Video Surveillance. The use of video sensors has been ex-
eras may move (by wind, for example). Camera calibration pjored by efforts such as the Video Surveillance and Mon-
uses a few predefined landmarks to infer the positions of thejtoring (VSAM) [9] project. Efforts in this area have con-
parking spots in the video frames. We deliberately choosecentrated on image processing challenges such as identify-
this compute-intensive function and disable sharing in orderjng and tracking moving objects within a camera’s field of
to illustrate the effects of flow control. vision. These efforts are complementary to our focus on

The first bar of each group in Figure 7 shows the frame Wide-area scaling and service authorship tools.

rate of each component when they run concurrently andActive Networks. The Active Network architecture [24]
without any flow control. They are scheduled using the de- shares much in common with our SA design. In both sys-
fault Linux process scheduler. With no flow control, the tems, a shared infrastructure component (routers and SA
face removal filter runs at 0.44 fps while Parking 1 runs at hosts) is programmed by end-users and developers to cre-
0.25 fps. The filter is wasting 43% of its work. After adding ate a new service. However, the differences between the
flow control between the face filter and the senselets, thetarget applications of packet forwarding and sensor data re-
face filter's frame rate drops to 0.30 fps, while Parking 1's trieval result in significant differences in the requirements
frame rate increases to 0.28 fps. We see a 12, 16, and 14 peffor Active Networks’ code capsules amdIiSNET'S sense-
centincrease in frame rates for senselets Parking 1, Parkindets. In order to protect the resources of the router, capsules
2 and Parking 3, respectively. As expected, the CPU timeneed to complete execution quickly, typically before the ar-
given up by the face filter is evenly distributed among the rival of the next capsule. Capsule code is also limited to
senselets. using soft-state at the router across invocations. In contrast,



the very purpose of senselets forces them to be long run- [3] Intel Open Source Computer Vision Library.
ning and store hard state. Another important difference is http://www.intel.com/research/mrl/research/opencv/.
that capsule code is fetched on demand (and cached) upon[4] IrisLog: ~ a distributed systelog.  http://www.intel-
arrival of a packet. This fact and resource constraints force iris.net/irislog.

capsule code to be relatively small. The loading and execu- [5] OSS,P mm shared _ memory allocation library.
http://www.ossp.org/pkg/lib/mm/.

tion of a senselet is performed once—upon the initialization 5 gp|. Mpeg Player Library.
of the sensor service. In general, the programming environ- http://www.lokigames.com/development/smpeg.php3.
ment of SAs is far less constrained than that of capsules.  [7] XML path language (XPATH).
Sensor Networks.Sensor networks anISNET share the http://www.w3.0rg/TR/xpath.

. . _ [8] P. Bonnet, J. E. Gehrke, and P. Seshadri. Towards sensor
goal of making real world measurements accessible by ap database Systems. Kobile Data Managemeng001.

plications. The work on sensor networks has Iargely CON- 9] R. Collins, A. Lipton, H. Fujiyoshi, and T. Kanade. Algo-

centrated on the use of “motes,” small nodes containing & ~  yithms for cooperative multisensor surveillancBroceed-

simple processor, a little memory, a wireless network con- ings of the IEEE89(10):1456-1477, Oct. 2001.

nection and a sensing device. Because of the emphasis o1i10] A. Deshpande, S. Nath, P. B. Gibbons, and S. Seshan.
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rect sensor readings to interested parties or long-running

; . 90(7):1151-1163, July 2002.
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